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for mission-critical networks.
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Unified Real-time Mapping & Monitoring

Visibility Continuous Asset Discovery
Risk & Vulnerability Management

Quick to Portable & flight-ready kits

Deploy On-premise & offline solutions

Passive, agentless observability
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Respond High-definition Traffic Intelligence
& Resolve Forensics & Incident Response
Automated Analysis & Reporting
Point of Lawrence Nunn
Contact Ln@cyberspatial.com

(703) 888-8746
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IT / OT / DEFENSE TECH

Is poor network visibility
putting your mission at risk?
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PROBLEM

Mission-critical networks
are hard to see and protect.

e Disjoint operational views
e Complex legacy systems

e |solated remote sites

. Are we using any insecure protocols? Where are my critical assets? A How fast can we respond to outages? == Any connecti

How do we get observability for remote sites? . What is our network security posture? o What rogue devices are on my network? ﬂ.’

L
L

ﬂ What suspicious or unauthorized traffic are there? f How do | protect what | can’t see? Y How do | validate root cause of performar



SOLUTION

We provide unified visibility in a shared operational view.
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714

See Everything

Networks, assets, and
events all in one place
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Know Your Network

Vulnerabilities, threats,
and security risk posture
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Command with Confidence

Safequard operations with
total situational understanding



NETWORK INTELLIGENCE

Navigate your network with a centralized source of truth

Real-time Mapping & Monitoring

Layer 2/3 Configs

=

Firewall Rules

%

Tap / Mirror

-2

Traffic Analysis & Capture
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Host Artifacts

Forensics & Incident Response

Cloud API
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Vulnerability & Risk Management
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Visual network intelligence
gives you crystal clear insights.
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FORMER CHIEF OF TAILORED ACCESS OPERATIONS

One of our worst nightmares is that
out-of-band network tap that really is
capturing all the data, understanding
anomalous behavior going on...
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Rob Joyce, NSA
Director of Cybersecurity
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Traffic Spoofing

VPNs & Proxies

Covert Channels
Shadow IT and OT
Network Anomalies

NAT Detection

Rogue Assets
Suspicious Connections
Attack Surface Insight

Beaconing Behavior
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Is your network analysis engine
parsing everything?

e Classify protocol
e Analyze packets
e Inspect payload

10 Gbps # 10 Gbps
»
»p P
Common Performance Sacrifices
P
# | skip what | don’t understand
B ' 4 1# |skip part of the payload
o
B ¥ o
j, i Pl | skip the whole payload
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What powers your hunt?

/74 assets
12 protocols
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High-definition visibility matters.
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Enabling tactical network defense.
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Videos
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Demo

s://vimeo.com/1035854216

password: teleseer
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Questions

Contact Us:

COMPANY

Cyberspatial Inc.
2550 S. Clark St., Suite 930
Arlington, VA 22202

POINT OF CONTACT

Peter Di Giorgio
peter.digiorgio@cyberspatial.com

Sales

sales@cyberspatial.com

NAIC CAGE DUNS
541511 9BN41 117700266

@ Cyberspatial

Our enterprise customers and partners include:

yMwe

3000+ users in Dupont Chemical Toffler Associates NIWC Pacific

over 100 countries Cyber Incident Cybersecurity Naval Intermediate
Response Team Consulting Group Warfare Center

e Cyberspatial Twwgosd  HowilWarks  Fy P O e e Ty Dene

Discover and map
your network in minutes.

Foapeeful packed analysis and reefwerk wisuallzabon.
A1 EROmY ROUT W bW ser \ /

P -

"""""""" — Space Force Air Force Cyber Command
fz;.-_"‘g:{».&._:;_L _— United States Space Air Force Academy United States Cyber
Trct e Force (USSF) 16th Air Force Command (USCC)

SOCOM DIU BNA

United States Special Defense Metropolitan Nashville

Operations Command  Innovation Unit Airport Authority
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LIMITLESS OBSERVABILITY

Enterprise
Appliances

Performance &
dependability
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Dell PowerEdge R7625 Server
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Dell PowerEdge R7615 Server
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ON-PREMISE MID-WEIGHT SENSOR

Dell PowerScale data storage solutions Dell PowerStore flash storage arrays
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ABSOLUTE FLEXIBILITY

Teleseer
PulseVM

On Premise or Cloud

VMWare Virtual Appliance:
8 to 256 core options available.

WS AWS Marketplace (Coming Soon):
5 AWS Nitro EC2 instances with x86 cpus
(Intel or AMD)

L >
AWS Marketpalce VMware Install via Multi-seat Use Your
(Coming Soon) VMDK IronKey Capability Hardware

@ Cyberspntinl Proprietary & Confidential | Copyright © All Rights Reserved.



BRING ANYWHERE

Scout
17" Dell Precision 7780

10 Gbps packet -
capture and analysis riashpaci™ NVMe Intel 19 24-core CPU
Store up to /86 TB

Capture Card
4 x 10 GbE SFP+

s
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LIMITLESS OBSERVABILITY

Dell XR-8000
HaWk Hyperscale Compute
T —— r:‘T --_ ) oy
RS ;é /// LogicStorm”™ '
F“ght'ready i SRRy - — Up to 6,144-core CPU
1 ) T 1 Tt
Offline & on-the-go P 4
Flashpack™ Stowaway Nvidia L40S GPU
el Store up to /86 1B 18,176 CUDA Cores
R7615/7625
Rack mountable server Precision 7960
Data Analytics Tower
Up to 7
84-core CPU '
512 TB (RAID)

@ Cyberspatial Proprietary & Confidential | Copyright © All Rights Reserved.



DoD Support
Hightlight



USSF searched for best-in-class
solutions across industry.

Process

e Screened over 100 commercial and non-commercial
solution offerings for topics of interest

« Complex Cyber Network Mapping
 Automated ID of Devices and Data Flows
 Model and Simulation of Network

« |dentification of Mission Critical Services

« Predictive and Automated Vuln Assessments
« Sensor Placement

» Bridging Gap Between Network Mapping
and Optimization of Sensor Placement

o Network Mission Assurance

» Cyber Domain Awareness
(Internal and External)

« Threat Detection

6-month Accelerator
* Invited 8 companies to the Catalyst Accelerator

« 6-months mentoring companies on how to work
with the government

» Selected 1 of 8 for a pilot with USSF to provide
MRT-C to the Satellite Control Network (SCN)

Single solution that provides unified visibility
across IT, OT, Defense, and remote sites

ATALYST AN

; i i
: L T s T 1)
--;! -

Catalyst Campus
Invited 8 of 100 companies to
pitch and demo their solutions.

’

66

Defensive Cyberspace Operations (DCO) provide
defensive cyber capabilities that protect USS mission
system networks, to include their associated
computer systems, software applications and
sensitive operational information against unauthorized
intrusion, corruption, and/or exploitation.

Resilient cyberspace architecture is a key to USSF
system security. USSF cyber operators must provide
mission assurance of the critical networks and
systems they protect, in an increasingly contested,
congested, and degraded environment.

6-month accelerator

@ Cyberspatial

Selected winner
Offered a pilot

MAR '23

S

Contract
Kickoff

Proprietary | Copyright © All Rights Reserved.



Cyberspatial has shown strong
effectiveness and user demand.

Achievements

* Pilot Deployment: SCN and Western Range
Delivered 65/68/69th CYS Demo Capability

» Certificate to Field: Software approved for ATO
baseline integration across mission systems. ATO
testing and documentation submitted

Technical Milestones
* Custom Development of SCN custom parsers
« Nominated MRT-C systems with automated scoring

« Validated mapping capability and SCN network
baseline through Teleseer platform.

Key Units Involved
« Delta 6, 22 SOPS, 65/68/69/15 CYS
« SpOC HQ, USSF/S63/S35C
e« Cyber MAT, SSC / SZWO, NSDC

bb

This is by far the best network mapping tool I've
used. All we want to know is when can we use it

SPC3 Jacob Bosnher

% Mission Support Element
USSF - 68th CYS

@ Cyberspatial

COTS Software aligns
‘ with SecDEF vision

Peterson/Shriever

Schriever SFB
Pilot kickoff and validated
effective SCN mapping.

Vandenberg

-
-

PR SR e ey | J- =
e I'-..H_"-.‘ = ' L ‘_"' !. I- v I_ . :
o ﬁi - e
. T | - o M -
- L g =
=B

Vandenberg SFB
Deployed pilot capability and
mapped Western Range.

L N TS A ST, A S [ AT
e i et . a1

LOPETDUMEL rimsramm tnovs
¥ ] BETRTARAD e mcareon v

IS O LR e H. BT
et L r gy S

Certificate to Field Acceptance Testing

Software is approved for ATO testing and

use on any mission system paperwork completed,
awaiting ATO

APR 24

AUG '24

OCT 24 DEC '24

Proprietary | Copyright © All Rights Reserved.
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Today we are monitoring

Space I‘I1'I§SIOI"I systems and | put 6 guardians through Teleseer. None of them had ever
other critical infrastructure. Ryan Foster touched the product. Within 6 hours they were able to utilize
o5th C¥S Tech Director o capability, scrape data, chase connections across the
USSF - Cyber Squadron R ' o

map, and identify how they were communicating.

';' Satellite Control Network "" Validating HAIPE Device Functionality

e Discovered and verified suspicious behavior

 Mapped IT & OT all in one map * |dentified Chinese IP address affecting critical communication devices.

scanning network 30 minutes

e Discovered 200+ devices not before mission launch.

found in the asset inventory
e Junior operators used Teleseer

e Provided tap and sensor to quickly validate the incident

placement recommendations

Proprietary | Copyright © All Rights Reserved. /@\r Cyberspatial



Deploying for one mission system
(distributed, most difficult).

Operational Impact

+ Discovered ~200 additional devices on the
SCN not on the Asset Inventory

» Viewed OT & IT assets together on one map
» Quickly identified future sensor placements

» Found malicious IP knocking on
Vandenberg gateway prior to launch

+ |dentified anomalous IP via OSPF Protocol

+ Trained 106 Guardians and Contractors on
Teleseer Training Course

Advanced Extremely High Fregquency

. e
(Vandenberg) C“'f"aﬂ?*ﬁprlngﬁ, ED

Lompoc, CA
NI

VMs and Mobile Kits
Enable mapping and data
collection of remote sites.

—

Planning & Development
Transition to Production

Launch & Test Range System

LTRS-A /LTRS-B

Vandenberg

CAVENET

Vandenberg

SC2Net

Pilot Ends
Transition to

Ny AEHF
ety 7
Global Positioning System
GPS
Satellite Control Network
SCN

P 2V By

Remaining FY'25 Sensor

Enterprise Rollout

FY 2026 & <2
Additional Deployment

& Sustainment

Contract
P Production Contract
Pilot Deployment >
Schriever Sensor Production Deployment
Vandenberg Sensor
|
JAN ‘25 FEB '25 MAR ‘25 APR '25 May ‘25 AUG 25

DEC '25

Proprietary | Copyright © All Rights Reserved.
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MRT-C
Discussion



Mission Relevant Terrain
in Cyberspace (MRT-C)

-

Products from mission
analysis identification
process.

T

Iterative Assessments

i

Annual validation,
update with changes

MRT-C Identification

Mission owners work with
asset owners. Capabillity
owhners collect MRT-C data

MRT-C discovery, validation, and analysis is an iterative process.

O

@ O
E

-

- ob

|

MRT-C Data Capture

Collect data and map
in system of record

o v

Proprietary | Copyright © All Rights Reserved.
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Teleseer sees your network
with more detail and fidelity
than any other solution.

Includes 90+ ICS/OT
and defense protocols

@
Cyberspatial
Networks carry thousands of protocols,

apps, and devices. Yet other solutions can

only see or understand a fraction of them.

“o

Palo Alto

Your sensor resolution limits the data that
your people and their tools can even use.

[T
]
=il e 3

Wireshark

How can you protect what you can't see?

4K HDR
GAME [I'l.;"EE 1 oox
- 70+ <ooooeen More than leading
open source or GOTS
50+
High-definition visibility means 30+ Protocol & App
% the difference between mission | Cove rage
success and mission disaster. NetworkMiner

Legacy tech leaves you completely blind.

Proprietary | Copyright © All Rights Reserved. @ Cyberspatial



CONOPS



IT / OT /| DEFENSE

Unified visibility for your
mission-critical networks.

Teleseer is the fastest, most powerful way
to map, discover, and monitor any network.

It helps you navigate your network terrain
with ease, turning natively available data
sources into a central source of truth.

v
( _

Logs

Config Files

Scans

"‘ Selected by US Cyber Command as a

Selected as 1 of 8 companies to provide
MRT-C visibility to US Space Force.

network mapping solution for its teams.

Passive and out-of-band, with zero-disruption to the network.

MRT-C Intelligence

Y

Teleseer

Vulnerability & Risk Management

BRI = A o
e T R g e
e T e - L JIH AT

Cyber Hunt Kits

Advanced Network Forensics

Threat Detection & Incident Response

Proprietary | Copyright © All Rights Reserved.
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A unified view for the Strategic
Cybersecurity Program (SCP).

Service Cyber Teams @ @

Execute site surveys, continuous E 0
monitoring and analysis of cyber =

terrain, capability training, ops. ° o

Enterprise Portfolio View

Unified visibility for war games,
plans, and acquisitions with
situational understanding across
services and mission landscapes.

-

Planning & Acquisitions

- F

Engineering Support

2>
Cyberspatial provides continuous
commercial updates, custom parser
development, and product support

e

Network Transport

Use commercial or DoD transport Z
where available, protected with ff%ﬁ
Atlas Stealth (NSA) or similar
secure encryptors.

Engineering & Dev

Proprietary | Copyright © All Rights Reserved. @ Cyberspatial



Cyberspatial kits enable forward reconnaisance
missions in hard-to-reach environments.

Logistics

Data Collection A

Mobile recon teams gather
PCAP, ACAS scans, and
router/switch config files
from mission sites. Passive,
out-of-band, zero-impact.

Flyaway Kits

Ultra-portable
carry-on kits ready
for deployment on
short notice.

Flashpack™

Secure, high-density transport
of data from missions sites in
a laptop-sized device.

Reach-back Support

Cyber teams conduct initial analysis and
triage of data and share mission reports

and Teleseer projects with higher HQ.
Receive up to 8GB remotely via @ DoD SAFE
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Shared understanding across
classification levels with a
Teleseer /[ AWS cloud fabric

SAP environments and transport options are also available.
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