c nc = Hidden Networks Differentiators

I = Hardened Security

w S = Trust You Can Verify Transparency

Our encrypted
Software Defined
Network (SDN) keeps
Mission server locations and
public |IPs hidden for
uncompromised

Safeguard digital environments with cutting-edge technology and unparalleled expertise.

Anonymity

Our secure managed
attribution platform
ensures your
information remains
private and protected.

privacy.

Who We Are
Cyber Intell Solution (CIS) is a leading innovator in cybersecurity solutions. With over two
decades of expert level cyber and intelligence experience from national to tactical, with Security Tailored
emergent technologies, and across advanced cyber operations, CIS is dedicated to providing Solutions
state-of-the-art products and consulting services. CIS stands as a leader in safeguarding critical Our CISEN
assets with the highest levels of security. infrastructure follows We provide fully

the highest security customized cybersecurity
Our Unique Offerings standards with solutions for industries,

multiple layers of individuals, and

CIS delivers a proprietary, state-of-the-art Cyber Security suite, featuring dynamic, portable, and protection and IDS. departments.

commercially available off-the-shelf (COTS) solutions. These solutions offer randomized,
anonymous protection for Data-in-Transit, Data-at-Rest, and secure communication, ensuring
the highest level of security in every scenario.

Cyber Products You Can Trust
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CIS Alignment with DISA Next Strategy

*Goal 1- DISN, & Goal 2 - ZT — CIS Plug & Play Interoperability

© Infrastructure & end point agnostic — from mobile to multi-cloud, data centers, & critical infrastructure; diverse
scaling solutions
© ZT Compliant Technology

e Goal 1—- DISN, Goal 2 - Hybrid Cloud, & Goal 5 Consolidated
Network CIS Unparalleled Protection

SLASH CYBER RISK BY 99.999% with 99.9% uptime

ALL threat vectors — attack (e.g. man-in-the-middle), denial, & data
Privacy first, remove third-party vulnerabilities & selectors

Infrastructure & end point agnostic

Ultra-low latency <bms, up to 400Gbps instantaneous, resiliently up 99.99%

Critical: O

Overall
Rating: 1

O O O O

v

Medium: 0

*Goal 3— NLCC - CIS Highest Cryptography Standard

© Federal Information Processing Standards (FIPS) 203 compliant
Independently Tested, Existing ATO
*Goal 3— NLCC, & Goal 6 — Zero Trust Tools — CIS Pi Epsilon PQC

Comms Platform - Support to Secure Mobile Devices

© Post-quantum secure & optional cyber anonymous hardening, no logs; decentralized chat, voice calls, group
video, & file share

Cyb er Pro ducts You Can Trust Prepared by Global Grove Technology: \" 2
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What does a PQC certificate look like?

Current Standard

Standard Cert.conf X +

File Edit View

[Interface]

Address = 10.70.5.157/32

PrivateKey = SCq0ZMP8FuUzS60VT/llim4vzO20TU09170eweeH/VE=
DNS =1.1.1.1,1.0.0.1

[Peer]

PublicKey = PCjGFNgCiZNg+/kjRncu7LcjoGTm2tt+9CI7+2TChj0=
AllowedIPs = 0.0.0.0/0

Endpoint = 165.227.185.98:8080

PersistentKeepalive = 21

Ln 4, Col 1 58 of 263 character 100% Windows (CRLF) UTF-8

Cyber Products You Can Trust

FIPS 203

Federal Inlormation Processing Standands Publication

Module-Lattice-Based
Key-Encapsulation Mechanism Standard

Categors: Computer Seourty Subcategory: Cryptography
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Address = 10.70.1.106/32

MTU = 1320

PrivateKey = 9ExMtwjEmJtShmzKAMSPliVxiXx 04S9$OSRXTR5

+UgPnvoWY: xaPVRLJWs ZbkvaeWHeanqN UEDS20eQ
+TChs0ztRMErUCQQzZV]Jduh!

+qQ 4buLanA6QUJRog a%canMz/VU WYCAAQUDLLzZP
zCr. LxCrnKhYW%+qm1 UL

+JNOb/UmDLYEXrWZyl

2wvUGz]JKD1aBhxTXJFDEMOSgRLIXIGMESWgpnhZNGRDG

%?6Gy4 EDN/BJLrYSzhYsJFJMJPKNA /hQDV. RIVbozI%vabDesAan]KSa+

wP1EQn%dVeq1JMIGVIPKt6gXGthIthbJ8SCSSsUh
eejjzal

gua%atLyNP3h114bs VAK' 1ysBJ1pFF§wUFQAZgU1x+
EPCORKaTtAFZUKxGuoS4gp/sCcwo]oLlVRCnTdvNxJgDv'/

ZWOPg//P15FRnNJFSYPLKEUwW/ IMThASJ1IR/ 59k+ZswI4/atPDOAE4PGKOEYAxXQCHIBOPPC
IrVMFtOBZtIBLwTUSWAdtNzZoUBULBwthwgnEETIesttQQWwZTnF161UBD MShKngI3mD6CKFT4GUUEKUAEMr

szAxJEaTLNBZuRVFOgR/ngoinGo YH hG4A1leCelllkiyUEstoHRetRUrA bLY] L2ubtOMBXFMZVZALSN+QOPRQTAZ sGOHVWLCPgh/viWh
btgCFORcbdx1AeH+Cu//yXxakkcZubN Kncz+g§§§j}aqg£BF w?lKZJWthODanZ ktUUONOQUAR3KOBYZ11Vsx3tORCMBRV1VD/ ZuRceTIAYds
sLLloaz

ilh 6St54MXbRkAzSBth ZAKC3XMUKkmuYHCO
nzZykvL/XPZ5Jm4MpW1iNHI
SDM+VEwZW4Soxst1lijXFSTuJE gg
rOYtHPO1UtCkau tRuBkTwc

mMAkJpmoASBLKheBNODJIGU ZOH

MMY71E+1smCRTHIGTL/6ZULLNMwMGvOMulonBToSrAGI
56X EnzHN§1F4osrdCYBGchVnKlﬂZIWQUMTYyCYBEU
YhXtulC; IRYU4ISsH144FG41tUSFdllsYajSip
PublicKeg =
/ehkanelGUyZQbmIrVMFiOBZ 1 IBLwTUSWdtNzZoUBULBw
Ek/z5GtTRWpAPeIJzbAXJEATLNBZuRVFOgR/ ygqgolwOGO
asomeY0GbISLgBzbtgCFORcbdx1AeH+Cu/ / yxaXkcZubN

X2ZCtM/EGuZLHFZclh 6SIs4MRbRkAzSBtg§IzAKc3XMUkmuYHCo

ecciItJBjcIwbRan2ykvL /XPZ25Jm4MpW1 GdWX 01§C
UYPLxo//Qexgrt65Dm+VEwZW4Soxst1lijXFSTuJE gg (e
cubDGCXUFEMIOYNXrOYtHPO1UtCkauglYNtKuBkTwcIYgV

2VRvY1XE1AVJEYBVOWUSXIPRpwAKQOhMXCSR/VIQ]vpl /pEMSL PUaanlkWUbIgEuaq9merlozZkqCJSTHmWaIOPvFaVomMVGDAtVt Quzigx
MAkJpmOASBLKheBNODJGUZOHVLC4SeELlyGCIGYOwFag+1NzS51UQHSXo3uyxx1 OOZanOHQLVGhRowaxtZlVZ/qulyuLFBCBTJJgU I1/GEB
vVotD4VotEsy/Wia1HRvVMY+VkedDJRSYMZXJPexeX4 rdegiéE¥x+ 00, UBDX&GE+ABFZ9K§§IKF/ dcZ2ckoNot8cGumPwO.

CBX:

ARC

MM9%E+lsmCRTH1GT Y6ZUL1NMwMGVOMu16nBTOSrAGIgﬁ
S6XGEnzHNpLF40srdCYBGCNrVnK18Z2IWQUMT /yCYBEU!
DNS = 1.1.1.1, 1.0.0.1

| Peer|
PeerPubli

cKey =
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13yB/IgBdblWZZuKcvNH300U/mubJ6F6houdB1S+Jdl
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QJTE/DJVIEPUYOLUnat4unNxvTmorHoGFr/ohQVOun3A=
AllowedIPs = 0.0.0.0/0

Endpoint = 46.101.109.106:443
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SVWNdYnIvbOzZglc ngnthDrv sJOTVDk/

II+x3U'/Hcgaig%BBEYt 6K9YdPIJUSwsHWaADt JE5Ge 8bedEchrGWthh+EUB+

6UW+PYEk qugJWtUsM%'IYNG tIr4usS3 chu/bKKOSXgnlN CeVa

wYMD/PewVYKNCaeDOMRGIFG GtYGwCLLh

18 KPLtEkOtVEWIMCLgVWbSr13cWUraDYqP4mUh4sCLADJ6pEXOXESNIEVUJOESWGLC
8myb2JvOImQAUZXkYNt zmFs+XR45GBVBIRDSSh61I0296Cco0mdHrRVWE/KF/ 0kzLVM

2Z2DYgxLlF32P+egDdzCPDJKzt c4A&gbBJUYuZsdsKU+LVcWDeW6kZGIBopKoMt1sKs9
2bH cFRJthWxEongFaGBngthaxInldE rSvLH
4NpIlTAC+O0I2TGuUCHxaPEetUK

E205Z2wyyNGb1L/ kRAUMWmWBhxDPBDMkdY3 /xYar SPoAQV1VwdzpM/BKLE
At IPHPSXAmE

UOAbzJVLhoUuUsrs
I/GEB

rTUeUvt5kWCBx+TLSZw/WFUW/ cIET/EhRRRXbRFOSH1+PNXNKAHCPX L FABV//MUGXP
dAJaKpXHnNxD'/ZyrsFRgOaclNsZQasJYvuduGMc+MArAkRHSTCN/hWK+aXgkndF b2

thw nEETIesttQQWwZTnF:L61UBDGMSnK2x§I 3mD6CKFT4GUUEKSAEMYN4ANpLTAC+OI
YH. nG4A11KwCe111k£yUEY3onRetRUrA gbLyjlzuthMBXFMZVzAbN+ SPRQTAZ
Kncz+SSZS]1aquBF welKZJWYphObhNvZFktUUONOUAR3KOBYZ11Vsx3tORCMBRV
JtAD/ sLLloaz/szOszzwnyGblL/deUMWmWanDP DMkd93/xYarSPoA
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& CIS Encrypted Network (CISEN)

Internet Provider (ISP) - agnostic

gn W — . T ey

Hardware-agnostic

Satellite ISP

Encryption-agnostic

_AES 255 FIPS 1402 VPN Tunnel

Command & Control Node (C2)

ML-KEM FIPS 203

Cellular ISP

'ML-KEM FIPS 203

|
Free-Space Optics §

Laser ISP Agent ' 0 _AES 256 FIPS 140
i Certificates R ML-KEM FIPS 203
I
ﬂ
Line of Sight = |

Tactical Radios ] o MULKEM FIPS 203 0

@ VPN Tunnel

Amsterdam

(Anonymous VPS, bare metals, hypervisor server)

Y N
IVPN Ty | (VPN Server Py 1 [ No DNS

Sl

Private IP schem Port

BN e e mew sy e SN N N T s

L v -

VPN Tunnel
DWAYDS dj dJPAL4

Servers VPS Configuration
*  Eoch server has dual functionality, can be a C2 or a Transit node
* Digital fingerprint signature looks like a web server on a proprietary port
*  ICMP traffic is disabled
*  4096-bit SSH access is restricted to a unique public IP address only
¢ The OS ond ML-KEM binaries have a proprictary configuration
*  No default standard open ports
*  No defavlt standard services

*  No root Access

*  No console password
- DS enabled v
*  Access through a private 4096-bit SSH Key encryption

| VPN Server p; 2 l Transif server # T1/C2

__Private IP Scheme

* Random port

* |Ps forwarded through CloudFlare

* Generates 125 possible simultanecus connections
*  Ergonomic Load Distribution (ELD)

*  Ergonomic Load Balancer (ELB)

VPN Server p € ¥ 2|

Port 443 — hitps:
* Disaster Backup Recovery (DBR) ” sl

Transif Node (TN)

San Francisco (Anonymous VPS)
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Generates an encrypted tunnel per session request, HTTP, HTTPS, TCP
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] VPN Server P13 l J
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VPN Serverp € 1P 3|

Port 443 — hiips://

Transit Node (TN)
Tokyo (Anonymous VPS)
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443 — hitps://

Private IP schema

Listens for HTTP/HTTPS/TCP requests
Initiates the Randomization Algorithm |
Generates a second Private IP scheme |

* Initiates ML-KEM authentication and
generates a second tunnel
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N, Transit #T13/C
| VPN Server P; 4 | ransit server /

VPN Server p € [P 4]

Port 443 — https://

Transit Node (TN)
New York (Anonymous VPS)

VPN Tumnel
DWaYIs | 3YPALI

Transit server # T4/C2

) Private [P Sche

]VPN Server p E:TP-S
Transit Node (TN)
London (Anonymous VPS)
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A future secure, untraceable, &
distributed communication

platform you own

-
7,

[

I

@ Signal
TIE

CIS App or White Label for 3" Party Apps

m ° :
Your Brand

Backstops & Secures Existing Communications

Cyber Products You Can Trust

Untraceably Private + Post-Quantum

Cryptography +
99.999% Cyber Hardened

The Pi Epsilon (Pi Ep) communication platform is a
cutting-edge decentralized, anonymous, post-quantum

encrypted solution where you own your information and
infrastructure choices.

« Armored voice, text/chat, and video conferencing

* Leverage Apps with No third-party touching your data

e Hides in plain sight & installs on any computer

* 99.999% cyber hardened by Virtual Dissimulated
Encrypted Server (VDES)

* Pairs well with our non-attribution Mobile 5G Travel
Router with WiFi and Cipher Phone

Complete
experience

Prepared by Global Grove Technology: \|
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Mobile Cyber Tool Kit (CTK) Solutions

Mobile 5G Non-attribution Travel Router:

N\ )
HEm @ m &

10xFaster 32 Devices  All-Day Glbal
Connectivity Access

k Ghost APN - Obfuscate, PQC, Zero Trust )

T
o

v

Cipher Key:

% | _ 2
= @ 8 wwon ]

/- Encrypted Thumb Drive - No Trace - Full Compute
Environment - PQC Mercury VPN Client - Secure

\

Cipher Phone:

In-transit & at Rest Data
T o ) g
Hardened Smartphone -
Selectable 30+ Countries —
Cyber VOIP - Untraceable
& Secure Comms )

Portable Communications Solution — Mobile Cyber Kit

For the ultimate protection and mobile experience CIS offers the Mobile Cyber Kit, composed as a
single mobile solution kit with a Cipher Phone, Cipher Key, a specially configured tablet or laptop
computer, and a Mobile 5G WiFi Travel Router; best deployed with the Pi Epsilon I'1 E (Pi Ep)
Communications Platform.

All solutions are available separately.

Cyber Products You Can Trust

rMobile 5G Non-attribution Travel Router:

Anonymous Global 5G internet solution
» Speeds up to 10x faster than 4G
» Wi-Fi 6E enabled, up to 32 devices
« All day battery-powered connectivity
 Global internet access
« Carrier provided Access Point Network (APN) or optional
private Ghost APN to obfuscate, dual-layer PQC encrypt,

and privately route cellular data
&

\

(Cipher Key:
Cutting-edge encrypted bootable thumb drive for a no trace full
compute environment on the fly
» Supports Windows, Ubuntu, MacOS, & Kali Linux; Microsoft
Office suite, secure chat & encrypted email
* PQC Mercury VPN Client; secure data in-transit & at rest
» Seamless with other CIS solutions

/
(Cipher Phone: A
Cyber hardened smartphone
» Selectable numbers in 30+ countries with Cyber VOIP
L Untraceable secure commes offered through Pi Epsilon )

Prepared by Global Grove Technology: ||
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Secure Distributed Infrastructure

End Point & Enclave Protection - Anywhere

Protecting edge servers, critical infrastructure, Internet of Things connected devices, distributed private
networks, and edge to cloud access, the Iron Edge Gateway (IEG) Router and Server provides protected
transport and scales with the number of connections you need. IEG is also available as an anonymous and
post-quantum protected Virtual Private Server (VPS) you control, with intrusion detection. Options scale
from a single connection, to 10 connections with Professional, and 100 with Enterprise.

Distributed Storage Synchronization — Digital Dead Drop (3D) — ®

The Digital Dead Drop (3D) Data Server is a state-of-the-art and scalable zero detect or intercept secure
data management, synchronization, and backup solution for distributed applications.

Post-Quantum Encrypted Data Storage — DATA VAULT

DATA VAULT is a private encrypted data storage server with post-quantum cryptography protecting both
your data-at-rest and data put into motion in write or distributed access. Storage sizing options are 16 TB,
24 TB, 32 TB, 64 TB, 100 TB, and up to Petabyte scale.

Prepared by Global Grove Technology: ﬂ
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Invisibly Quantum Servers & Services

Protect Public Internet Facing Servers, Websites & Services

CIS employs advanced deception-based techniques to camouflage and protect critical server and services infrastructure, no matter where they reside. A
Virtual Dissimulated Encrypted Server (VDES) deploys in front of a public internet facing server, routing all traffic through the CIS Encrypted Network
(CISEN) hiding your server’s real address and access point(s). Additional options include high-fidelity decoys and misdirection design features.

For your own private network or system isolation needs CIS offers a Standalone Virtual Private Network (VPN) Server with advanced cryptography, robust
security, and absolute anonymity.

Protect Sensitive Internal Data, Servers & Services — PQC Labyrinth Network

For uniquely private services or servers — such as a closed distributed ledger validation network, private blockchain, or closed network
communications and data services — CIS offers the Inner Trusted Labyrinth — Non-Routable Object (InTL-NRO) Network with

post-quantum protection. This solution set deploys and protects your capabilities within the CIS Encrypted Network (CISEN) as your own
private enclave.

Cyb er Pro ducts You Can Trust Prepared by Global Grove Technology: w 9



Post-Quantum CIS Exchange Email Server

PQC Private Email Hosting

ClS's Exchange Mail Server enhances security with cyber hardening, anonymization,
and post-quantum encryption. You take ownership of your email infrastructure,
eliminating third-party vulnerabilities.

 End-to-End Encryption: When deployed inside of your EEN, SecureXchange access
to your emails is fully PQC, protecting the content from unauthorized detection and
access. Email encryption for delivery to outside users is compatible with standard
encryption tools.

* Flexible Server Placement: The service can be hosted on a dedicated Virtual Private
Server (VPS) or any preferred location, providing flexibility and control to the
administrator and users. This option includes Gray Zone and adversary environments.

e Virtual Dissimulated Encrypted Server (VDES): This technology hides the real
server location, obfuscating its identity, services, and ports preventing attack surface
scanning, access discovery, and unauthenticated users access.

* Independence from External Providers: The system operates independently in
infrastructure you control. Removes all third-party dependencies.

« Complete Control: Admins have complete control over the server, allowing for
customization according to needs.

Cyber Products You Can Trust

Prepared by Global Grove Technology: \||

10



-o| CYBER INTELL SOLUTION

Points of Contact

CIS: Capture Lead:

Alex Purta Jon Hoffman

CEO, Cyber Intell Solution LLC Global Grove Technology
ceoaro@cyberintellsolution.com jon.hoffman@globalgrovetech.com
+1.443.618.6326 +1.703.282.4266
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