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Agenda

• About Semperis

• Security, Identity, and Active 
Directory

• Active Directory Attack and Recovery 
Risks

• Protecting Hybrid Identity Before, 
During, and After an Attack



identity security

Identity-driven cyber resilience and threat

mitigation for hybrid and multi-cloud

environments

ABOUT SEMPERIS

5.0

The world’s biggest brands trust Semperis

100+ million
Identities protected by Semperis (and counting)

#1 health 

system in 

the US, 

top 5 in 

the world

#1 and #5 

big box 

retailer in 

the world

2/3 top 

consulting 

firms in 

the world

2/3 top 

airlines in 

the world

#1 bank in 

Europe. #2 

bank in the 

U.S.

Top 5 

property 

insurer in 

the U.S. #2 

auto insurer



Federal Zero Trust Strategy
• Validated user identity and access management
• Real-time device inspection and patching
• Secure application and workload development
• Network environment isolation
• End-to-end data encryption and protection
• Improved detection and response times
• Automation and orchestration

• Zero Trust Secure Network & Data Access:  Continuous Monitoring of User Identities

• Application Security Stack: Proven Hardened platform

• Visibility and Analytics: Behavioral Analytics and in-stream monitoring



WhoAmI /career

Sean Deuby

Principal Technologist

Americas

When Where What

1982-1997

1997-2008

2010-2014

2014-2019

    2019-Present

Azure Active Directory 

+

2004-2019



Active Directory
at the Core

Active Directory is 
fundamental to an 
organization’s security

It is almost universally 
targeted in cyberattacks

It is highly vulnerable in 
ways you know...

…and in ways you haven’t 
prepared for

It must be protected by 
purpose-built solutions 



"Identity isn't a security problem. 

Identity is the security problem."

Jen Easterly | former CISA Director



“Stop working on zero trust if you 
haven’t addressed identity first.”

Gartner IAM Summit 2024

“Identity is the foundation of 
zero trust. Without a solid identity 
foundation, zero trust will fail.”
- John Watts, “Demystifying Zero Trust in an Identity 
First Strategy”



nothing is

• AD is the de facto identity system in almost all medium 

and large organizations

• Hybrid Identity: AD integrated with cloud identity 

services to provide single sign on to cloud applications

• Zero trust model assumes hybrid AD integrity

KEYS TO THE KINGDOM

For  90% of organizations,  security starts with AD

Microsoft
Entra ID



Active Directory as a Target



# 1  TAR G E T

90% of attacks investigated involve AD in 
some form, whether it is the initial attack 
vector or targeted to achieve persistence or 
privileges.

When Microsoft Incident Response is 
engaged during an incident…in most 
engagements, threat actors have taken 
full control of Active Directory –i.e., total 
domain compromise.



https://cisa.gov/resources-tools/resources/detecting-and-mitigating-active-directory-compromises

The Five Eyes’ urgent 
guidance on AD 
security threats
• Cybersecurity agencies from the Five 

Eyes intelligence alliance, including 
CISA and the NSA, are urging 
organizations to strengthen security 
around Microsoft Active Directory (AD), 
a prime target for cyber attackers. 

• A recent report highlights over a dozen 
tactics used by threat actors to exploit 
AD and offers protective measures. 

• Due to its widespread use and 
complexity, AD is especially vulnerable 
to attacks.

• Semperis’ Purple Knight free AD 
security assessment utility 
recommended

chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https:/www.cyber.gov.au/sites/default/files/2024-09/PROTECT-Detecting-and-Mitigating-Active-Directory-Compromises.pdf
https://semperis.com/purple-knight


FOUNDATIONAL IDENTIT Y SECURIT Y

protect hybrid AD?

(AD and Entra ID)





DIRECTORY SERVICES PROTECTOR

Continuous vulnerability assessment

Compliance reporting





Detect & 
Respond

DIRECTORY SERVICES PROTECTOR

Tamperproof tracking

Real-time security alerts

Auto-remediation 
(malicious change rollback)



Entra ID

DIRECTORY SERVICES PROTECTOR

Without seeing the complete picture, hybrid 

AD attacks fly under the radar. You need 

visibility into threats across AD and Entra ID.

Entra ID security
indicators

Entra ID change
tracking and rollback

Hybrid view of AD 
and Entra ID

Prevention, detection, and 
response all in one console.





Case Study:
When Nation States
Attack Active Directory 



Blue vs. Red

Blue

• Offshore telecom and 
microbanking organization

• Critical infrastructure for its 
country

• Basic Defender endpoint security

Red

• At least three different nation 
state actors

• MuddyWater (Iran)
• GALLIUM (China)
• Cozy Bear / APT29 

(Russia)

IDENTITY UNDER ATTACK:
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Untrustworthy 
Forest

Obvious Effects

• All DCs have malware on them (OS, SYSVOL)

• Some DCs are not functional

Not So Obvious Effects

• Threat actor changes in the service to provide 
control or persistence

• Privileged group membership changed

• Permissions changed (e.g. AdminSDHolder)

• Group Policy objects (GPOs) changed

• Hidden objects (Deny Read ACE)

• Back doors inserted (Mimikatz DCSHADOW)

Fallout
IDENTITY UNDER ATTACK:
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Recover the 
Compromised 
Forest to an 
Isolated Recovery 
Environment (IRE)

ADFR backs up AD components but not the 
domain controller’s OS

➢Leaves malware behind

➢Much smaller, faster backups

➢Removes hardware recovery dependencies

➢E.g. VMware → Azure VM

1. Create an isolated network and provision fresh 
(=malware free) VMs

2. Perform an automated, high-speed AD forest 
recovery using ADFR to the new, malware-
free servers in the isolated network

IDENTITY UNDER ATTACK:

Active Directory Forest Recovery (ADFR)



Cyberattack Recovery Timeline

29

Encryption
Event

5
Hours

To Identify

5-14
Days

Rebuild of
Active

Directory

7+
Days

Data Recovery

Cyber Insurer
Engagement

24+
Hours

Invoke Incident
Response Plan

12
Hours

2-3
Days

Forensic
Analysis

Dwell
Time

207
Days

1-3
Months

21-day 
average

Reestablish
Production

Environment

Source: CDW Data Protection Information Management (DPIM) Team

0
Hour



• Equivalent to 149-page procedure

• 40 pages of core procedure

• 109 pages of supplementary procedures

• Generic; you must customize it

• Not designed for cyber

• Manual

• Painstakingly complex – to be executed 
during a company-wide outage

What is Active Directory
Forest Recovery?

→ If you haven’t studied, customized,

and tested your own version you’re in for a very rough time.

A screenshot of a computer

AI-generated content may be incorrect.

•29+ step process of
•Restoring, tearing down, resetting, and 
rebuilding your Active Directory forest

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/forest-recovery-guide/ad-forest-recovery-guide


https://www.semperis.com/blog/manual-ad-forest-recovery-problems/

The “Guide to the 

Guide”

• Do you really need a guide 

for a long-established 

process like Active Directory 

forest recovery?

• Yes.

• My document provides real-

world guidance on the 

recovery process

• 14 pages

• 28 different points to 

consider before you 

execute a forest 

recovery

https://www.semperis.com/blog/manual-ad-forest-recovery-problems/


What is Active Directory Forest Recovery?

1. Pull the network cables 

from all DCs or otherwise 

disable network

2. Connect DCs to 

be restored to a 

private network (Oh 

yes - establish a 

global private VLAN)

14. Invalidate the current 

RID pool for every DC

15. Reset the 

computer account of 

the root DC twice

16. Reset krbtgt 

account twice

(You have a 

seed forest at 

this point)

17. Configure 
Windows Time

18. Verify replication 
between seed DCs 
health

20. Take a backup 

of all DCs in the 

seed forest

21. Create an IFM 

package for each 

OS version, in each 

domain your DCs 

are running

12. Delete DNS SRV 

records of DCs that 

no longer exist

11. Delete DNS NS 

records of DCs that 

no longer exist

13. Raise the value of 

available RID pools by 

100K

22. Build out seed 

forest with additional 

DCs to support Tier 0 / 

Tier 1 operations

27. Verify health 
of the full forest

28. Move restored 
forest to the 
corporate network

For each domain:

3. Nonauthoritative restore of first 

writeable DC

4. Auth restore of SYSVOL on that DC

5. Remediate malware

6. Reset all admin account passwords

7. Seize FSMOs

8. Metadata cleanup of all writeable DCs 

except for targeted seed forest DCs

9. Configure DNS on the forest root DC

10. Remove the global catalog from 

each DC. 

(Wait for global catalog to be removed)

29. Reboot all 

servers and 

clients to force 

communications 

with the new 

forest

19. Add GC to a DC for 

each OS version in 

each domain

(Wait for GCs to be 

created)

For each DC to be repromoted 

into the seed forest:

23. Clean up the (former) DC using 

/FORCEREMOVAL or rebuild OS

24. Send IFM package to server 

(wait…)

25. Take the DC off the public 

network and put it on the seed 

forest network.

26. Run a DCPROMO IFM

(Days pass while you clean and 

rebuild DCs)

(Now you have a large enough 

forest to support basic operations)

Manual recovery is error-

prone and often requires 

additional cycles to correct 

missteps, extending the 

timeline even further 

Important 

considerations

Required staff for 

manual AD forest 

recovery:

Core AD team, operators 

at every datacenter, plus 

other external support

(Estimated 10-15 IT 

support staffers in average 

enterprise)

General purpose 

backup only 

automates step 3, 

leaving the rest of 

the recovery 

process a mostly 

manual effort



recovery by 90%

AD FOREST RECOVERY

Rapid, malware-free recovery 

Advanced recovery automation

Automated Azure Cloud Backup

 

Flexible provisioning for disaster scenarios

Post-attack forensics
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Cleaning the 
Recovery Forest

You have a recovery forest with clean DCs 
- but the service is still untrustworthy

•Identify and assess persistence mechanisms 
(backdoors) and hidden threats with Semperis 
tools and experts

•Remediate threat actor changes, focusing on 
probable threat actor penetration techniques

•If time, apply security practices such as admin 
tiering

IFIR (Identity Forensics and Incident Response)
IDENTITY UNDER ATTACK:
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Cutover

1. Shut down existing production forest (!)

2. Update recovery forest DNS to production 

3. Open isolated network to production network

4. Register recovery forest DCs in DNS

5. Reboot all domain joined servers and PCs

= Clean Active Directory forest!

Using the New Forest

IDENTITY UNDER ATTACK:



Our Products



LIGHTNING INTELLIGENCE

Lack of visibility into security indicators of exposure 
(IOEs) across hybrid identity environments increases 
cybersecurity risk for organizations of all sizes.

Lightning Intelligence provides clear security posture 
insights across hybrid AD and Entra ID environments 
in an easily deployed SaaS solution to simplify 
security posture assessments.

Conduct scheduled and 
on-demand IOE 
scanning

See AD and Entra ID security 
posture trends and insights in 
a single dashboard view

Generate on-demand 
security posture 
assessment reports

Accelerate deployment 
with no DC agent 
installation required 



Cyber attackers routinely exploit AD security vulnerabilities related to 
over-privileged accounts—and remediating these misconfigurations can 
be time-consuming and error-prone.  

Delegation Manager helps IT teams easily enforce a security-first 
delegation model to reduce excessive rights while improving response 
time to user needs.

Securely delegate 

administrative privileges
Seamlessly reinforce policy 

compliance

Control access rights with 

a built-in policy wizard

See permissions across the 

directory in a visual dashboard to 

accelerate remediation

DELEGATION MANAGER FOR AD



DISASTER RECOVERY FOR ENTRA TENANT (DRET)

Entra ID is home to critical resources that provide 
authentication and access to cloud-based apps 
and services.  

An unintended change—such as a soft or hard 
deletion or misconfiguration of Entra ID objects—
could cause days or weeks of business 
disruptions. 

Cut downtime by 
recovering objects the 
Entra ID Recycle Bin 
leaves behind

Recover hard-deleted user 
objects, security groups, 
and conditional access 
policies 

Restore individual objects, 
bulk restore multiple 
objects, and compare 
backups

resources from 
cyberattacks

Protect Entra ID data with 
Semperis secure storage 
(SOC 2, Type II) and 
encryption options



Spot weaknesses 

37,000+ downloads

150+ security indicators

45% attack surface reduction

Recommended by NSA / 

Five Eyes Security Alliance

MEET PURPLE KNIGHT

Get the #1 community hybrid AD 

security assessment tool



Close the paths 

Uncover vulnerable Tier 0 assets before 
it’s too late

Lock down excessive privileges, which 
create 99% of attack paths into Tier 0 
assets

Discover the most dangerous attack 
paths—not just the most common ones

MEET FOREST DRUID



Forest Druid is a first-of-its-kind Tier 0 attack path 
discovery tool for Active Directory environments

The team behind Forest Druid

Semperis hosts the award-winning Hybrid Identity 
Protection conference and podcast series

Hybrid Identity thought leaders

130+ years Microsoft
MVP experience

260+ years Microsoft 
corporate support 
experience

800+ years identity-related 
experience

Purple Knight is a free AD cybersecurity assessment tool 
built and managed by Semperis’ threat research team

DOMAIN EXPERTISE

The team behind Purple Knight

No vendor or services provider can 

outmatch Semperis’ collective Microsoft 

MVP experience in Directory Services 

and Group Policy
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