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With today’s evermore complex threat environment, this briefing on, “Countering Insider Threats, Leaks, and 
Third-Party Risks with AI Agents,” is timely and maps to current DoD and related department and agency current 
and next generation published strategies.

Bottom Line Up Front: This RPost technology to be showcased:

1. Complements today’s defensive security tech with a strong offense; true AI active threat hunting of sleeper cells 
embedded in third party systems with agentic AI to un-leak leaks. The best defense is a strong offense.

2. Accomplishes not only the Zero Trust Target 2027 capabilities and activities related to Pillars 4, 6, and 7, but also 
the related Advanced State 2032 capabilities TODAY.

3. Meets not only today’s Zero Trust goals, but also the Presidential Executive Order related to DOGE, paragraph 
4a, government tech modernization for maximum efficiency, productivity, inter-operability with data integrity 
assurance. 

4. Implements with commercial-off-the-shelf software service available on AT&T’s GSA schedule, ready for 
immediate acquisition, with easy deployment plugged into Microsoft Outlook; proven, the underlying tech has 
been in use in Federal Government for 20 years.

Bottom Line Up Front (BLUF)
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Bottom Line Up Front (BLUF)

With today’s evermore complex threat environment, this 

briefing on “Countering Insider Threats, Leaks, and Third-

Party Risks with AI Agents” is timely and maps to current 

DoD and related department and agency current and next 

generation published strategies.
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Bottom Line Up Front (BLUF)

(1) Complements today’s defensive security tech with a 

strong offense; true AI active threat hunting of sleeper 

cells embedded in third party systems with agentic AI to 

un-leak leaks. The best defense is a strong offense.
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Bottom Line Up Front (BLUF)

(2) Accomplishes not only the Zero Trust Target 2027 

capabilities and activities related to Pillars 4, 6, and 7, but 

also the related Advanced State 2032 capabilities TODAY.
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Bottom Line Up Front (BLUF)

(3) Meets not only today’s Zero Trust goals, but also the 

Presidential Executive Order related to DOGE, paragraph 4a, 

government tech modernization for maximum efficiency, 

productivity, inter-operability with data integrity 

assurance. 
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Bottom Line Up Front (BLUF)

(4) Implements with commercial-off-the-shelf software 

service available on AT&T’s GSA schedule, ready for 

immediate acquisition, with easy deployment plugged into 

Microsoft Outlook; proven, the underlying tech has been in 

use in Federal Government for 20 years.



Countering…

Third-Party Risk & Leaks

Insider Threats & Leaks
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We’re Entering a Wave of 
Cybercriminal Impostor Chaos 
the World has Never Seen…

…Considering Gen AI can digitally 
“clone”, create contextual content.
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AI from a Left Brain & Right Brain Perspective
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Analytical AI Generative AI

There is FEAR in 

enterprise 

organizations, 150+ 

cybercriminal 

cabals using GenAI 

to power-up lures

©RPost 2025: Private



13

AI from a Left Brain & Right Brain Perspective
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Analytical AI Generative AI

There is FEAR in 

enterprise 

organizations, 150+ 

cybercriminal 

cabals using GenAI 

to power-up lures

Counterbalancing 

analytical AI 

understood as 

REQUIRED to 

counterbalance.
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It’s a Spy 
vs. Spy 
World. 
Power-up  
Defense.

AI for the Good Guys

See the 
Unseen

Email Lures
Deep Fake 

Voice Match
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With all the tools we have, 

how is it that so many of our 

peers have been breached?

What are we missing?
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142 International Cybercriminal 

Cabals Using Tactical Plan
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Source: MITRE ATT&CK®

See the Unseen, 

Root of Attack



Reconnaissance

= 

Leaks

@

Your Less Secure Third Parties
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…What this means to you…

Context about who is 

communicating with whom 

about what when in wrong hands
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…Context in the wrong hands…

Boomerangs hyper-contextual 

hyper-targeted impersonations
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…Resulting in losses…

Cybercriminal induced 

operational disruption leading 

to financial loss or worse.

[Ransomware, data exfiltration, wire transfer fraud]
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They Can Create 

AI Clones but 

Need Context 

to Power-up 
the Lure

©RPost 2025: Private



Today…

AI Powered-Up
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The Age of the 

AI Clone…

Global cybercrime damage 

predicted to hit $10.5 trillion 

annually by 2025.

Source: Cybersecurity Ventures
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Context is King
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Third-Party Risk & Leaks

Use Case #1: See the Unseen.

Your Info Leaks at 3rd Parties.
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Think... Data Analytics Inside… 

What about Analytics Outside?
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Bottom Line Up Front (BLUF)

(1) Complements today’s defensive security tech with a 

strong offense; true AI active threat hunting of sleeper 

cells embedded in third party systems with agentic AI to 

un-leak leaks. The best defense is a strong offense.
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Assume 
Endpoints 
Protected
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Extended 
Perimeter 
Protected, 
Encrypted
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Leaks of 
YOUR 
Content at 
Recipient 
& Beyond
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Leaks of 
YOUR 
Content at 
Recipient 
& Beyond

“Black Axe” 

Third Party Risk 

Email Account 

Compromise
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Leaks of 
YOUR 
Content at 
Recipient 
& Beyond

“Black Axe” 

‘Sleeper Cell’ 

waiting for the right 

time to strike.
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Third- & 
Fourth-
Party Risks
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RPost AI is 
the ONLY 
Way to See 
the Unseen
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Analytical 
AI Data 
Analysis
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Analytical 
AI Data 
Analysis

Risk Model

Internal Data

External Data
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Detect the 
Thread 
Leaking 
Info
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Metadata 
Evidences 
Leak for 
Those in 
Disbelief
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See the Unseen Outside Your Network
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Black Axe
Est. Benin City

Nigeria



Impersonation: See the Unseen
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Black Axe
Est. Benin City

Nigeria
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“Seeing emails opened in Russia 

was an immediate red flag…” 

 -- AEGIS Land Title Group

 

Within 3 hours of the first send, 

activity in Russia detected.

See the Unseen: See Criminals in Action
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See the Unseen: See Criminals in Action

Fin7 Russian cybercriminals 

operating in Texas.
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See the 
Unseen, 
Red Alert
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A Leak 
Locked is 
Not a 
Breach, if 
Not Seen
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Un-leak Leaks: Stop Hyper-Targeting
A

T
TA

C
K

S
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A leak not seen 

means a 

cybercriminal 

without context to 

successfully 

impersonate

















Minimize Leaked Context

Threat actors know who is communicating 
to whom about what when.

External leak boomerangs back to your 
organization as a hyper-targeted-hyper-

contextual impersonation lure.
©RPost 2025: Private



Think... F35 vs. J35

What is the Value of 

Un-Leaking Leaks Agentically?
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Bottom Line Up Front (BLUF)

(1) Complements today’s defensive security tech with a 

strong offense; true AI active threat hunting of sleeper 

cells embedded in third party systems with agentic AI to 

un-leak leaks. The best defense is a strong offense.
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Bottom Line Up Front (BLUF)

(2) Accomplishes not only the Zero Trust Target 2027 

capabilities and activities related to Pillars 4, 6, and 7, but 

also the related Advanced State 2032 capabilities TODAY.
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Achieve ZT 
2032 for 
Pillars 4, 6, 
7 today.
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Achieve ZT 
2032 for 
Pillars 4, 6, 
7 today.



Insider & Third-Party Risk

Use Case #2: Trust But Verify.

Real-Time Security Assessment.
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“See your content route at 

3rd / 4th parties that attested 

to US-centric containment

Trust your third parties to be 

maintaining your content 

within US-centric data centers 

and staff. But verify; see what 

you cannot see today.

See the Unseen: Information Containment
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Countering…

Third-Party Risk & Leaks

Insider Threats & Leaks
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Un-Leak Leaks

Counter Insider 

Threats & Leaks

Counter Adversaries 

& Third-Party Risks

Pre-emptive Kill

Psychological Deterrence

Pro-active Security

Automate Un-leak

Insider threat – Strategic info disclosed 

Rogue or departing employee 

Project ends, enforce file cleanse – future risk 

Thwart impersonation attempts - ransomware
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Overt floating 

identity 

markings

Covert cipher 

markings
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Deter Screen Photo Leakers
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Deter Screen Photo Leakers
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THE RISE OF THE AI AGENTS
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Bottom Line Up Front (BLUF)

(2) Accomplishes not only the Zero Trust Target 2027 

capabilities and activities related to Pillars 4, 6, and 7, but 

also the related Advanced State 2032 capabilities TODAY.
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Bottom Line Up Front (BLUF)

(3) Meets not only today’s Zero Trust goals, but also the 

Presidential Executive Order related to DOGE, paragraph 4a, 

government tech modernization for maximum efficiency, 

productivity, inter-operability with data integrity 

assurance. 
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Modernize 
Contract 
Signoffs,
Workflows
Sequence
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Modernize 
Internal 
Signoffs,
Social Docs
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Modernize 
Internal 
Signoffs,
Social Docs
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Modernize 
Internal 
Signoffs,
Social Docs
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Modernize 
Admin 
Legal or 
Time 
Dependent 
Notices



78 ©RPost 2025: Private

Modernize 
Admin 
Legal or 
Time 
Dependent 
Notices
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Modernize 
Admin 
Legal or 
Time 
Dependent 
Notices
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Modernize 
Admin 
Legal or 
Time 
Dependent 
Notices
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Modernize 
Admin 
Legal or 
Time 
Dependent 
Notices

Reconstructs original message and forensics

No other copies 

of message need 

to be stored

Authentication 

reconstructs in 

native format
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Bottom Line Up Front (BLUF)

(4) Implements with commercial-off-the-shelf software 

service available on AT&T’s GSA schedule, ready for 

immediate acquisition, with easy deployment plugged into 

Microsoft Outlook; proven, the underlying tech has been in 

use in Federal Government for 20 years.
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Modernize 
Internal 
Signoffs,
Social Docs



84 RPost patented (rpost.com/patents) including US patent applications 17304,305, 15469388, 17025955, 

17659479, 16866135, 17653923, 17663425, 63/366,685, 63/366,661 and other applications.

A
T
TA

C
K

S

From: zkhan@rpost.com

Reply-to: zkhan@rposts.com
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See the Unseen: See Criminals in Action
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Made in California,

Served to the World.

Since 2000.

Connect on LinkedIn

Zafar Khan
zkhan@RPost.com
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