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Bottom Line Up Front (BLUF)

With today’s evermore complex threat environment, this briefing on, “Countering Insider Threats, Leaks, and
Third-Party Risks with Al Agents,” is timely and maps to current DoD and related department and agency current
and next generation published strategies.

Bottom Line Up Front: This RPost technology to be showcased:

1.

Complements today’s defensive security tech with a strong offense; true Al active threat hunting of sleeper cells
embedded in third party systems with agentic Al to un-leak leaks. The best defense is a strong offense.

. Accomplishes not only the Zero Trust Target 2027 capabilities and activities related to Pillars 4, 6, and 7, but also

the related Advanced State 2032 capabilities TODAY.

Meets not only today’s Zero Trust goals, but also the Presidential Executive Order related to DOGE, paragraph
4a, government tech modernization for maximum efficiency, productivity, inter-operability with data integrity
assurance.

Implements with commercial-off-the-shelf software service available on AT&T’s GSA schedule, ready for
immediate acquisition, with easy deployment plugged into Microsoft Outlook; proven, the underlying tech has
been in use in Federal Government for 20 years. R RPOST

©RPost 2025: Private



Bottom Line Up Front (BLUF)

With today’s evermore complex threat environment, this
briefing on “Countering Insider Threats, Leaks, and Third-
Party Risks with Al Agents” is timely and maps to current

DoD and related department and agency current and next

generation published strategies.
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Bottom Line Up Front (BLUF)

(1) Complements today’s defensive security tech with a
strong offense; true Al active threat hunting of sleeper
cells embedded in third party systems with agentic Al to

un-leak leaks. The best defense is a strong offense.

R |RPOST

©RPost 2025: Private



Bottom Line Up Front (BLUF)

(2) Accomplishes not only the Zero Trust Target 2027
capabilities and activities related to Pillars 4, 6, and 7, but

also the related Advanced State 2032 capabilities TODAY.
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Bottom Line Up Front (BLUF)

(3) Meets not only today’s Zero Trust goals, but also the
Presidential Executive Order related to DOGE, paragraph 4a,
government tech modernization for maximum efficiency,
productivity, inter-operability with data integrity

assurance.

R |RPOST
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Bottom Line Up Front (BLUF)

(4) Implements with commercial-off-the-shelf software
service available on AT&T’s GSA schedule, ready for
immediate acquisition, with easy deployment plugged into
Microsoft Outlook; proven, the underlying tech has been in

use in Federal Government for 20 years.
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Countering...

Third-Party Risk & Leaks
Insider Threats & Leaks

©RPost 2025 : Private R R POSTM



We're Entering a Wave of
Cybercriminal Impostor Chaos
the World has Never Seen...

..Considering Gen Al can digitally
"clone”, create contextual content.

©RPost 2025 : Private R ‘ R POSTM
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Al from a Left Brain & Right Brain Perspective

Analytical Al Generative Al

LEFT

There is FEAR in

i enterprise
|Og|C organizations, 150+
RULES cybercriminal

OHO|yTiC | o cabals using GenAl

‘ to power-up lures
RATIOMNALITY

objectivity

language

3 RPOST



INSIGHTS

Counterbalancing
analytical Al
understood as

REQUIRED +to

counterbalance.
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Al from a Left Brain & Right Brain Perspective

LEFT
There is FEAR in

| Og | C f i enterprise

S organizations, 150+
RULES ‘ vy cybercriminal
OﬂOlyTiC | o cabals using GenAl
to power-up lures
RATIOMNALITY
objectivity
|language
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It's a Spy Al for the Good Guys

vVS. Spy
World.
Power-up
Defense.

PIX222255

Email Lures

Deep Fake
Voice Match

THWARTED
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See the

Unseen

3 RPOST
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With all the tools we have,
how is it that so many of our
peers have been breached?

What are we missing?
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142 International Cybercriminal
Cabals Using Tactical Plan

Reconnaissance Resource Initial Access Execution Persistence Privilege Escalation Vi Credential Access Discovery Lateral Movement Collection Command and Exfiltration Impact
Development Control
8 technigques 1 h 14 i 5 14 techniques -- 1 h chnig g 1 1 ]

wDrive-by

Reconnaissance Eya" teen,
Root of ttck

10 techniques

Source: MITRE ATT&CK®

Gather Victim Host
Information (4 R ‘RPOST"‘




Reconnaissance

Leaks

@

Your Less Secure Third Parties
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...\What this means to you...

Context about who is
communicating with whom
about what when in wrong hands
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...Context in the wrong hands...

Boomerangs hyper-contextual
hyper-targeted impersonations
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...Resulting in losses...

Cybercriminal induced
operational disruption leading
to financial loss or worse.

[Ransomware, data exfiltration, wire transfer fraud]
©RPost 2025 : Private R ‘ R POS-I-



dl'S TECHNICA

T h e C a n C r e a t e Microsoft’s new Al can simulate anyone’s
y voice with 3 seconds of audio
Text-to-speech model can preserve speaker’'s emotional tone and acoustic environment.

A I C I O n e S b u t : TL;DR: single portrait photo + speech audio = hyper-realistic talking face video with precise lip-audio sync, lifelike facial
behavior, and naturalistic head movements, generated in real time.
W+l + =033
(optional)
e e o n eX Single image Audio clip Control signals

the Lure

©RPost 2025: Private




@rs) TeCHNICA

Deepfake scammer walks off with $25 million

[oday...
in first-of-its-kind AI heist
o w e r e - p Hong Kong firm reportedly tricked by simulation of multiple people in video chat.
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The Age of the
Al Clone...

Global cybercrime damage
predicted to hit $10.5 trillion
annually by 2025.

Source: Cybersecurity Ventures
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Context is King
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Third-Party Risk & Leaks

Use Case #1: See the Unseen.
Your Info Leaks at 3" Parties.

©RPost 2025 : Private R ‘ R POSTM



Think... Data Analytics Inside...
What about Analytics Outside?

©RPost 2025 : Private R R POSTM



Bottom Line Up Front (BLUF)

(1) Complements today’s defensive security tech with a
strong offense; true Al active threat hunting of sleeper
cells embedded in third party systems with agentic Al to

un-leak leaks. The best defense is a strong offense.

R |RPOST
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Inbound Email Security Outbound Email Security Eavesdropping Al™ Detection Technology

Assume p N7
Endpoints
Protected

PIX222255

&
N
&
Initial
Recipient
©
(2
Y ’/@ [\ iR e
!
»
ERP/CRM ) \
Your Email
| nfraustru CtL: re ) @
MOBILE NP > .
> \
)‘ > =@ — ,gl
= ——% \ "/
> O&FE ¢
J \ : y

D RPOST

. US and non-US patented and patent applications including US18134480, US63632075, US18124419.
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PIX222255

Extended

Perimeter
Protected,
Encrypted

D RPOST
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Inbound Email Security Outbound Email Security

Eavesdropping Al™ Detection Technology

4 N

ERP/CRM

Your Email
Infrastructure
DESKTOP

MOBILE

US and non-US patented and patent applications including US18134480, US63632075, US18124419.




Leaks of
YOUR
Content at
Recipient
& Beyond

PIX222255

D RPOST
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Inbound Email Security Outbound Email Security

Eavesdropping Al™ Detection Technology

4 N

ERP/CRM

Your Email
Infrastructure
DESKTOP
E APP!

US and non-US patented and patent applications including US18134480, US63632075, US18124419.




Content at

PIX222255

Leaks of
YOUR

Recipient
& Beyond

33

D RPOST
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Inbound Email Security Outbound Email Security

Eavesdropping Al™ Detection Technology

‘4 Y4

ERP/CRM
Your Email
Infrastructure
MOBILE BRI

\\11/

US and non-US patented and patent applications including US18134480, US63632075, US18124419.

“Black Axe”
Third Party Risk
Email Account
Compromise




Leaks of
YOUR
Content at
Recipient
& Beyond

PIX222255

D RPOST
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Inbound Email Security Outbound Email Security

Eavesdropping Al™ Detection Technology

‘4 Y4

US and non-US patented and patent applications including US18134480, US63632075, US18124419.

“Black Axe"

‘Sleeper Cell’

| waiting for the right

time to strike.




Inbound Email Security Outbound Email Security Eavesdropping Al Detection Technology

Third- & r N7
Fourth-
Party Risks

Initial

Re_cipient

@%&Qﬁ@ﬂ@r@’*mwﬁr

i

DESKTOP
APPS

MOBILE

PO DD DD DD DD D4
\\II/

| /
J

D RPOST

35 ©RPost 2025: Private

US and non-US patented and patent applications including US18134480, US6363207/5, US18124419.



Inbound Email Security Outbound Email Security Eavesdropping Al™ Detection Technology

RPost Alis - N7 N
the ONLY

Way to See
the Unseen

Raw metadata
........ >

Internal Data

DESKTOP

PIX222255

D RPOST

. US and non-US patented and patent applications including US18134480, US63632075, US18124419.
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Analytical
Al Data s sk a5 o
Ana IySiS / A—A— y Risk Model

Raw Metadata
Insights Metadata

Risk Analytics

Insights metadata is output from
external and internal databases

External Data

Insights
Metadata

Internal Data

Raw metadata is input into
external and internal databases

PIX222255

\ Output is risk analytics,
raw and insights metadata

Q) RPOST
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US and non-US patented and patent applications including US18134480, US63632075, US18124419.



Analytical
Al Data
Analysis

PIX222255

38

D RPOST
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Risk Model

<= | a5
c— ] Se——
e b ey
e W e’
= | ==

Risk Analytics Raw Metadata
Insights Metadata

External Data

Insights
Metadata

Raw
Metadata

Internal Data

US and non-US patented and patent applications including US18134480, US63632075, US18124419.



Detect the
Thread
Leaking
Info

PIX222255

D RPOST
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Inbound Email Security Outbound Email Security Eavesdropping AlI™ Detection Technology
4 AY 4 N\

Raw metadata
....... > == m =

ERP/CRM

Your Email

~N
—
— Infrastructure
-

-

MOBILE NP

US and non-US patented and patent applications including US18134480, US63632075, US18124419.



Inbound Email Security Outbound Email Security

Metadata p N7

Eavesdropping Al™ Detection Technology

Evidences
Leak for
Those in
Disbelief

’55

A e //I T
A é |
A > *
_— ERP/CRM
A Your Email
x — Infrastructure @
A - MOBILE APPS v \
A -~ (=)
AN -
)i
g0

D RPOST

. US and non-US patented and patent applications including US18134480, US63632075, US18124419.
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Raw metadata _
....... > ===

/‘\*f; l

(‘_::@ — Compromised Email Account (EAC) /
AT

Raw Metadata { @ 18.227.79.330
= Smart Tech (Mobile)

Metadata Insights L.

© ' Lagos, Nigeria

Map to Risk Model 4 Cybercriminal Activity
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See the Unseen Outside Your Network

Email Activity Report Email Eavesdropping™ Alert

Recipient:

Last Activity (01/22/2025 07:43:09 UTC)
Security: Red

Activities: “

Locations:

II

Email Age: 1 hor 4 minée Pre-empt cybercrime.

Risk Details: All Email Age: 1 hour 1 minute
Time (UTC)

01/22f2025 0743

ongnaimessa,  RISK Details: All Activities
Subject:
Original Sender:
Original Send Tir
Transaction ID: |

Time (UTC) Activity

01/22/2025 07:43:09 Open (M)

Metadata is for

Location

Lagos, LA

Black Axe

Est. Benin City
Nigeria

Pre-empt cybercrime.
After the hook is in, before the steal.

Network Risk

Spacex-Starl m

Country Network Addr.

Nigena 98-97-79-43

[IP Address: 98.97.79.43] [Time Opened: 1/22/2025 7-43:09 AM] [REMOTE_HOST. 192.168.10.116] [HTTP_HOST: open.ri.rpostnet] [SCRI

PT_NAME: /openfiimages_v2/EndErwBjg3 AQFqIhOnSHTPvENJs2uWvQchvBughNMTIw. png] HTTP_ACCEPT.image/webp.image/png, imag
afcyn+yml imana/* n=N 2 vidan/* n=N 2 **-n=N A HTTE ACCERPT FMCONING a7in_doflate br HTTRP ACCERT | AMGIAGE an-(GR onrn=

©RPost 2025: Private Briefing
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mpersonation: See the Unseen

Recipient: @outlook.com

Email Age: 1 minute

Risk Details: All Activities

Risk Details: All Actiy

Time (UTC) Activity Location Juntry Metwork Addr. Network Risk

Time (UTC)

023 16:59:01

053072023 16:59:01 Open (M) Benin City, ED Migeria 102-219-521 Tizeti-As Red

Open (M) Cape Town, WC South Africa 196-22-243-. Cybersmart Red
Original Message De

Subject:
Original Sender:

Original Send Tim 3 16:58:22 UTC

©RPost 2025: Private R R POST



See the Unseen See Criminals in Action

U Security: g
< g “Seeing emails opened in Russia
= - i diate red fl "
< o ¥ was an immediate rea flag...
Locations: 1 -- AEGIS Land Title GI‘OUP
PN Email Age: 2 hours 42 minutes Pre-emPt ?ybercnme'
A After the hook is in, before the steal.
x Risk Details: All Activities
PN Time (UTC) Activity Location Country Network Addr. Network Risk Location Country Network Addr. Network Risk
A on et =1
0272372024 21:47:35 Moscow, MOW Russian Federation  176-100-243-133  Smart Techno . 5 -
A . i = ' Moscow, MOW Russian Federation ~ 178-100-243-133 Smart Techno m
A 02/232024 21:20:10 Open Buenos Aires, C Argentna 148-70-38-103 M247 europe  Yellow
N 027232024 21:16:19 Open San Jose, CA USA 85-154-228-167 Pan0001 m Buenos Aires, C Argentna 148-70-38-103 M247 europe Yellow
N 027232024 21:14:30 Open Singapore Singapore 108-19-249-220 lomart Cloud  Yellow e
AN 027232024 21:12:50 Opengy) Ashbum, VA USA 184-73-135-57 Amazon-fes  Yellow
02/2372024 21:12:20 Open Shelton, WA USA 216-235-102-58 Hood-Canal Green
021232024 20:4:20 Open Shelton, WA usA 21623510258  HoodCanal KOS} W M t h . 3 h f t h f . t d
0212372024 20:29:44 Open Shelton, WA USA 216-235-102-58 Hood-Canal  [R&{3)) I I n O u rS O e I rS S e n I
02232024 20:14:28 Openqv) Mountain View, CA USA 35-243-23-173 Google Yellow . . . .
0272312024 20:14:28 Cpenpy Ashbum, VA USA 3-83-137-85 Amazon-fes  Yellow aCtIVIty I n Ru SSIa detected .
0272312024 20:14:28 Opengy) Hiliard, OH USA 18-224-70-228 Amazon02  Yellow
02232024 20:14:28 Openpy) Hiliard, OH USA 18-218-243-252 Amazon-02  Yellow
0272312024 20:14:28 Openqv) Mountain \View, CA USA 35-243-23-168 Google Yellow
027232024 20:04:43 Open Shelton, WA USA 216-235-102-58 Hood-Canal  [ef3a)
02232024 19:15:32 Open Shelton, WA USA 216-235-102-58 Hood-Canal  [esay

43 ©RPost 2025: Private Briefing @ R POST
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See the Unseen: See Criminals in Action

Recipient:

Orlglnal Sender
Original Send Time: 08/30/2023 16:58:22 UTC

Original Send Time: 12/01/2023 20:07:22 UTC
Transaction ID: 80115BAET82226TAF462602D443CTBAE385F52EF

' image/svg+xml image q=0.8 video/;q=0.8,** g=05 HTTP_ACCEFT_ENCODING:gzip, deflate, br HTTF_A

Metadata is for the Current Activity

[IF Address: 104.28.31.47] [Time Opened: 12/6/2023 11:46:11 PM] [REMOTE_HOST: 192.168.10.119] [ het] [
SCRIPT_NAME: fopen/images_v2/Q1bD3NGUInQk29HDigiJmb1xBglZ C4ao4FISDY]YMDMO.gif] HTTP . gelpng

F_HOST:open.ri.rpost.net HTTP_USER_AGENT Mozilla/5. 0 HTTP_X_FORWARDED _FOR: 104 28 3147 HTTP_ ED_PRO
TO:https HTTP_X_FORWARDED_PORT:443 HTTP_¥_AMZN_TRACE_ID:Root=1 -657107¢3-79d17d306bacs8ef41c5 pt: imag
efwebp,image/png, image/svg+xml image*;q=0.8 video™;q=0.3,*/*,0=0.5 Accept-Encoding: gzip, deflate, br Accept-Language: ru Host: ope
n.ri.rpost.net User-Agent Mozillars.0 X-Forwarded-For: 104,28 31.47 X-Forwarded-FProto: hitps X-Forwarded-Fort: 443 X-Amzn-Trace-Id:
Root=1-657107c3-79d17d306baciBefd1cbb23a LMW ISVCM2/ROO0T 256 4096 CN=ADMIN1 CN=ADMIMN1 0 CGI/1.1 on 256 4096 CN=
ADMIH1 CH-ADMIH“I 12 ILWNESUE:H 2192 168, El] 30 mpenﬁmages V201 bD3MGLI1 nE!kf—'_9HD|q|Jmb1ngIEC4an4FI5D‘ﬁfMDMﬂ glf

©RPost 2025: Private Briefing
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See the

PIX222255

Inbound Email Security Outbound Email Security

Eavesdropping AI™ Detection Technology

f hAY 4

Title Insurance Agent: Closer

Unseen,

Ve -.,:/,’.r

(’}_B“ Compromised Email Account (EAC) i

=
o

@ 235.224.211.25
% Comcast

o )))

Forward

@ 223.214.221.22

v

7% SpaceX-Starlink

O New York, NY

Real Estate Buyer Agent

i

&) 216.235.204.13
% Google-Cloud (Mabile)

Obscured Email Forward Rule

©  Shelton, WA

Compromised: IMAP

Buyer

- - . Message 1: Recipent Tracker A ©  New York, NY
Red Alert 0 =
N (N = Real Estate Buyer Broker
\ A 2] Message 1: Recipent Tracker B
5; Oc N 5 ©19.11869.314
7 7
LE , % - = ATT-02 (Network)
> 5 ERP/CRM b - ©  New York, NY
e Your Email E v ?
— g N N Message 1
2 Infrastructure S Real Estate Seller Broker
e MOBILE DE.;”&(JSOP =5 Message 1: Recipent Tracker C
- Z 'y > >
Q) £ 0
- 4
Tassage 1: Recipent Tracker D i @ 18.224.70.228
L4 # % Microsoft-Co (Mobile)
-~ - ©  New York, NY
7= ¢
1 Seller
: Email AC‘tIVIty Report Eavesdropping™ Alert
1
[}
GenAl:

Investigative
Metadata Insights

! Keyword Triggers Escalation

1 Email Age: 2 hours 42 minutes Pre-empt cybercrime.
" ) - After the hook is in, before the steal.
\ Risk Details: All Activities
Y - Tirme (WUTC) Acaniry Locaton Country Nework Addr Matwork Rk
- - ))) o5 20 OpmmN) o Vasase 6w [ . |
osRa0M a1 150m Opmi vmemix Unted St 522778330 o -
o Cpmm e nigers - [ |
Ty ——— ospapzaazzs open  mewmawm  uesws oz soecsaons [ | e -
oareA b8z Gom mewmhw UsteiSwe s20m2 comcs [N
Metadata:

L >

Al Auto-Lock
Pre-empts Info Leak

> Auto Lock Docs/Attachments
» Auto Lock eSign Requests

0 delivary network dilrversd eenail data 1o viewer via webmail chent.

centric device.
bahavior of masking data

ot scripts of bots.

1 o he deticted etwork.

 network assosiated with the internet protocal,

* are replacer] with "%, 10 conwest the to a valid I7, change these symbols back

> Auto Lock Deal Room Links
> Auto Lock File Share Links

1P Addresses: Th

Q) RPOST

. US and non-US patented and patent applications including US18134480, US63632075, US18124419.
©RPost 2024: Private

45

@) 65.154.226.167
% Pan001: (Russian Device)
© | Dallas, Texas

Cybercriminal Team

) & 0

@18.227.79.330
= Smart Tech (Mobile)
©  Lagos, Nigeria

€ 18.227.79.330
% Datacamp (VPN Anonymizer)
©  Houston, Texas

Cybercriminal Team Cybercriminal Verifies

\



Leak
ocked is

Email Activity Report

Eavesdropping™ Alert

Al Auto-Lock

Insights
Metadata

ota
reach, if
ot Seen

Security:

Locations:

Pre-empt cybercrime.
After the hook is in, before the steal.

Email Age: 2 hours 42 minutes

Risk Details: All Activities

PIX222255

[IP Address: 41.67.191.255] [Time Opened: 09/15/2022 08:12:48 AM] [REMOTE_HOST: 192.168.10.153] [HTTP_HOST: open.ri.rpost.net]
[SCRIPT_NAME: /open/images/LGy25hw0Z65CNLyOLYzCLCuMKdk95gmAvir26bBCMDIx.gif] HTTP_ACCEPT:*/* HTTP_ACCEPT_EN-
CODING:gzip, deflate HTTP_HOST:open.ri.rpost.net HTTP_USER_AGENT:Mozilla/4.0 (compatible; ms-office; MSOffice 16)X-Forwarde

RPost patented (rpost.com/patents) including US patent applications 17663425, 63/201,857, 63/366,685, 63/366,661 and other applications.

(M) = activity determined to be on a mobile device.

(N} = content delivery network delivered email data to viewer via webmail client.
(V) = activity was detected at an anonymizing VPN endpoint location.

S) = activity determined to be caused by a server.

E)

Metadata

Raw

Time (UTC) Activity Location Country Network Addr. Network Risk

05/03/2024 022039 Open (RIV)  Dallas, X United States 65.154.226.167 rancor [

05/03/2024 01:15:09 Open (V) Houston, TX United States 18227.79.330 Datacamp “

05/03/2024 0027:15 Open (M) Lagos, LA Nigeria 18.227.79.330 Smart Tech “

05/03/2024 00:22:08 Open New York, NY United States 22321422122 SpaceX-Starlink

05/03/2024 00:09:23 Open New Yark, NY Uniited States 23522421125 Comcast .

EDGCS ) Send Create Manage ® david@northendassoc.com ‘ [ Logout

Metadata: :

Pre-empts Info Leak

> Auto Lock Docs/Attachments -—
> Auto Lock eSign Requests

> Auto Lock Deal Room Links

» Auto Lock File Share Links

Control after sending

Q Search by Email, Subject, Security Level, Status

Type Created (UTC)  Subject Document

Initial Recipient

Status

/

e e e e e e e e e

0 Kill Selected

7 Kill Selected

Security Level

(
(E) = activity determined to be an expert user. !
(R) = activity determined to be related to a Russian-centric device. > 01/17/2023 18:38  Please Review Purchase jared@northendassac.com Active
(K} = activity determined to be related to nefarious behavior of masking data Agreement i
(B} = activity determined to be related to automation scripts or bots. .
Location = registered location of the detected network. » 01/17/202318:38  NDA for your NDA megan@northendassoc.com Expired
Network = registered network associated with the internet protocol. review
IP Addresses: The "." are replaced with "-", to convert them to a valid IP, change these symbols back. . X i
v 12/13/202213:23  NEA Services Pricing List sam@northendassoc.com Active

D RPOST

. US and non-US patented and patent applications including US18134480, US63632075, US18124419.
46 ©RPost 2024: Private




RPost Al Model RPost Al Assistant RPost Al Agent

Risk Model

=
~— N—]
)
Raw Metadata
{ 4

Email ACtIVlty Report Eavesdropping™ Alert

Al Auto-Lock
Pre-empts Info Leak

: 4 j Auto Lock Docs/Attachments --~
Insights Metadata 4
- , > Auto Lock eSign Requests
4 s
o > Auto Lock Deal Room Links
Insights External Data Locations » Auto Lock File Share Links
Metadata

Pre-empt cybercrime.

ot St— After the hook is in, before the steal.

Risk Details: All Activities

Time (UTC) Activity Location Country Network Addr. Network Risk
Cpen®)  man UnedSwe G126 Panddt
open) X edsme  tearsozzst
Openitt Nigera
Open jork NY United States
Open United States.

fr e ———————————————————————— -

RPost patented (rpostcompatents)including US patent applications 17663425, 63/201,857, 63/366,685, 63/366,661 and other appications. EDGCS Send Create Manage (® david@northendassoc.com | [ Legout |

i : 2 Control after sending [———h T Kill Selected
=
T athicd Search by Emat, Subject, Securty Love, Status o R ol
Location = res o o »

Network = regist

[hctive

P Addresses: Thd

W K
Output R g [ Sty SO, (PN [expivea
» 01720231838 NOAforyow  NDA megan@northendassoe com Expired | Track Opening
v 121320221323 NEA Senvices Pricing List sam@northendassoc.com Active

©RPost 2025: Private Briefing @ ‘ R POST



RPost Al Model RPost Al Assistant RPost Al Agent

Risk Model

Eavesdropping™ Alert

Email Activity Report

""" ) Al Auto-Lock
Pre-empts Info Leak

Raw Metadata
Insights Metadata e ——
o

. L] - —
@reosT| B——— > Auto Lock Docs/Attachments --=~

Al e« » Auto Lock eSign Requests
—— a

-

External Data

Insights .
» Auto Lock Deal Room Links

» Auto Lock File Share Links

Pra-ompt cyborcrime.
After the hoak Is in, before the steal

fmmmmmmscmmcsssssssss . —————

E!DL:)CS Send Creale Manage ®mva§mn nnnnnnnnn G u_\ga:.] ‘

> Control after sending 17 0 Kill Selected

[

Active

a Sucuriy L
Lmit Readershin Expired
v @ | o | o | 5 f—— Tk Qparing

Raw

"

LY
&

LLM Prompt — JSON

©RPost 2025: Private Briefing QY | Nryvoli



[reren— cphnti

Databy VP

GEO
T

e ——————

N

Leak

Risk

£
FEEEEEIEET

©RPost 2025: Private Briefing

FEEEEEIEET

W

Email Activity Report

Eavesdropping™ Alert

Security:

Pre-empt eybercrime.
After the hook is in, before the steal.

Bl Agae 2 bours 42 miveta

Risk Details: All Activities

P

her apibeson

riows besaor of masking data
ot of bots

et ol
1 them %08 vald 1P, chasge these symbals back

API JSON
—— LM

Al Auto Lock

”

]

[

]

[

1

1

]
’

Run Al security analysis

What is your security concern?

Al Security Analysis

Identified High-Risk Anomaly:

»  Sender: se———————

* Recipient: misissi——

+ Risk Type: High (Red category)

« Location: Dallas, Txas, USA

= Activity Pattern: Multiple messages sent within seconds/minutes.

« Timestamps: Several emails wene sent at identical timestamps or within a few seconds of eac

‘Why It's Concerning:

+  The sender exhibits burst activity, rapidly sending multiple emails to the same recipient.

« This could indicate a compromised account being used to send fraudulent emails.

+  The recipient’s email (swifthomelsans com) suggests financial transactions may be invalved, i
«  The emails originate from the same organization (Datacamp Limited) but are flagged as hig
«  The IPs and locations remain consistent, which could mean a persistent attacker or an insider t

Step 1: Selecting a High-Risk Anomaly
I'l choose the most frequent sender (ccamacho@ctot.com, B2 cases) and analyze a sample of the

Step 2: Why This Anomaly is Concerning

» Sender: ccamacho@ctot.com has triggered high-risk alerts 82 times.

+ Recipients: Multiple emails sent ta financial service domains (swifthomeloans com, theloanst
= Location: All activity originates from Dallas, Texas, which could suggest either a compromised

Run Al security analysis

For one anomaly flagged as high risk, detail why it is conceming. Then, expand your analysis to examine
whether the same risk pattern is evident across a broader dataset, potentially i

w|l\rUJI



Un-leak Leaks: Stop Hyper-Targeting

%)
N
e
-
<

Track Interactivity %
()

Address First Read (UTC) Reads Total Minutes Vote Active/Banned
A sasha@belure.com 05/12/2023 13:27 5 21 |. [ Active ‘
N (hcve A leak not seen
A nicole@dole.com 04/12/2023 18:49 2 6 I‘ Active ‘
A means a
A laddieh

@camden.com 04/12/2023 18:55 1 [} Active o 4
A cybercriminal
N [ ] .
x james@mansfield.com [ ] Banned WIthout co ntext to
A successfully

dave@northendassoc.com 04/12/2023 18:53 3 13 [ Active °
Impersonate
jorge@ious.net 04/12/2023 18:51 1 3 |b Active ‘
Total : I. 5 ’l 1

3 RPOST
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Run Al security analysis Q B

‘R [RPOSTONE Counter-Insider Threat & Leaks Hub

Sl Threat Intelligence Overview RPost Al Forensics Risk Model Fine Tuning Security at a Glance
Security v . : :
Total Emails Sent with RPost Al Intelligence Percentage Emails Sent Encrypted Percentage Documents Converted into RPDs
Compliance v 230 0.86% 6.9%
vs Previous period "' 9% vs Previous period vs Previous period
Threats Detected Threat Intelligence Heatmap v
vs Previous Period
1 7 Prevented Leaks

3 Locked Transactions

4 Reported Lookalike Domains

Recipient Watchlist

David@myvender.com

Susan@othervendor.net

margot@vendor3.uk High Risk Activites Over Time @ c-vid@northandsacc.com

15

10




R RPOSTONE

Overview
Security v

Compliance v

What is your security concern?

Start

Run Al security analysis




R |RPOSTONE

Overview
Security v

Compliance v

Run Al security analysis

For one anomaly flagged as high risk, detail why it is concerning. Then, expand your analysis to examine
whether the same risk pattern is evident across a broader dataset, potentially indicating a widespread

alert.

Start




R RPOSTONE < Activities Report AN S |

Overview Activities Report Recent v
) Activities Tracker™ Intelligence Un-Leak Leak™ ' Content Alive »
Security v
Original Message Details Details
Compliance v
Subject: B Risk Level ' Red
Invoice

Original Sender: m Activities 3

John J. Mars (John.j@northendassoc.com)

o 2o 0 Locations 3
Original Recipient:

Sarah (sandra@bluepartners.com)

Original Send Time:
09/05/2023 06:06:58 PM (UTC)

Time(UTC) Activity Location Country Network Addr Network User Agent
Export to XLS
Vv 04/11/2023 04:16:46 Open (V) Logos Brazil 104-28-77-151 Cloudfornet Linux; Mozilla/4.0 (compatible; ms-office; MSOffice 16) eee
Unique Cities: 3
Vv 04/11/2023 04:16:46 Open (M) Los Angeles USA 14-195-146-190 AT&T Microsoft Office/16.0 (Microsoft Outlook 16.0.14326; P  ®®*®
Unique Networks: 3
Vv 04/11/2023 04:16:46 Open (K) Bengaluru India 140-48-47-505 Airtel Mozilla/4.0 Mobile Apache Ubuntu Yowser meterpreter eee

(V) - Activity was detected at an anonymizing VPN endpoint location

Linux; Mozilla/4.0 (compatible; ms-office; MSOffice 16) Microsoft Office/16.0 (Microsoft Outlook 16.0.14326; Pro), Mozilla/4.0 (compatible; ms-office; MSOffice rmj) Mozilla/4.0 Mobile
Apache Ubuntu Yowser meterpreter Script (compatible; ms-office; MSOffice 16) Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; Win64; x64; Trident/7.0; .NET4.0C; .NET4.0E; Microsoft

Al Security Analysis Metadata is for the current activity

Why This Anomaly is Concerning [IP Address: 14.195.146.190] [Time Opened: 1/23/2025 9:19:06 AM] [REMOTE_HOST: 14.195.146.190] [HTTP_HOST: open.qa.rpost.net]
[SCRIPT_NAME: /open/images_v2/vzdRyNIG6Er89DI8eovJqGu6RVOPDgm2stcw1yecMjEw.gifl HTTP_CONNECTION:Keep-Alive

Sender: ccamacho@ctot.com has triggered high-risk alerts 82 times. HTTP_ACCEPT:*/* HTTP_ACCEPT_ENCODING:gzip, deflate HTTP_HOST:.open.qa.rpost.net HTTP_USER_AGENT:Mozilla/4.0 (compatible; ms-
office; MSOffice 16) HTTP_UA_CPU:AMD64 Connection: Keep-Alive Accept: */* Accept-Encoding: gzip, deflate Host: open.qa.rpost.net User-Agent:

Recipients: Multiple emails sent to financial service domains Mozilla/4.0 (compatible; ms-office; MSOffice 16) UA-CPU: AMD64 /LM/W3SVC/24/ROOT 0 CGI/1.1 off 24 /LM/W3SVC/24 10.0.40.196 /open/

(swifthomeloans.com, theloanstore.com), potentially indicating a images_v2/vzdRyNIG6Er89DI8eovJqGuBRVOPDgm2stcw1yecMjEw.gif 14.195.146.190 14.195.146.190 50429 GET /open/images_v2/

phishing or fraud attempt. vzdRyNIG6Er89DI8eovJqGuéRVOPDgm2stcw1yecMjEw.gif open.qga.rpost.net 80 0 HTTP/1.1 Microsoft-11S/10.0 /open/images_v2/



R [RPOST ONE < Activities Report

Overview Activities Report Recent v

‘ _ ' Intelligence Un-Leak Leak™ 'Content Alive »
Security

Complig

Al Security Analysis

Identified High-Risk Anomaly:

Sender:

Recipient:

Risk Type: High (Red category)

Location: Dallas, Texas, USA

Activity Pattern: Multiple messages sent within seconds/minutes.

Timestamps: Several emails were sent at identical timestamps or within a few seconds of each other, suggesting possible automation or account compromise.

Why It's Concerning:

The sender exhibits burst activity, rapidly sending multiple emails to the same recipient.

This could indicate a compromised account being used to send fraudulent emails.

The recipient’s email (swifthomeloans.com) suggests financial transactions may be involved, increasing the risk of phishing or fraud.
The emails originate from the same organization (Datacamp Limited) but are flagged as high risk.

The IPs and locations remain consistent, which could mean a persistent attacker or an insider threat.

Step 1: Selecting a High-Risk Anomaly
I'll choose the most frequent sender ( ,82 cases) and analyze a sample of their activity.

Step 2: Why This Anomaly is Concerning

« Sender: has triggered high-risk alerts 82 times.

« Recipients: Multiple emails sent to financial service domains (swifthomeloans.com, theloanstore.com), potentially indicating a phishing or fraud attempt.
« Location: All activity originates from Dallas, Texas, which could suggest either a compromised account or a coordinated fraudulent operation.




R [RPOST ONE < Activities Report

Overview Activities Report

= : ™ Intelligence Un-Leak Leak™ 'Content Alive »
Security

Compliz . .
Al Security Analysis sharetophone 0 < X

Share via email

Identified High-Risk Anomaly:

Sender:

Recipient:

Risk Type: High (Red category)

Location: Dallas, Texas, USA

Activity Pattern: Multiple messages sent within seconds/minutes.

Timestamps: Several emails were sent at identical timestamps or within a few seconds of each other, suggesting possible automation or account compromise.

Why It's Concerning:

The sender exhibits burst activity, rapidly sending multiple emails to the same recipient.

This could indicate a compromised account being used to send fraudulent emails.

The recipient’s email (swifthomeloans.com) suggests financial transactions may be involved, increasing the risk of phishing or fraud.
The emails originate from the same organization (Datacamp Limited) but are flagged as high risk.

The IPs and locations remain consistent, which could mean a persistent attacker or an insider threat.

Step 1: Selecting a High-Risk Anomaly
I'll choose the most frequent sender ( ,82 cases) and analyze a sample of their activity.

Step 2: Why This Anomaly is Concerning

« Sender: has triggered high-risk alerts 82 times.

« Recipients: Multiple emails sent to financial service domains (swifthomeloans.com, theloanstore.com), potentially indicating a phishing or fraud attempt.
« Location: All activity originates from Dallas, Texas, which could suggest either a compromised account or a coordinated fraudulent operation.
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Overview

Security

Compliance

v

v

Security at a Glance

See what's happening with the security and protection of your profile and take any actions needed.

@ Al Auto Lock™
v

Al Auto Lock™ option for RMail & RSign

Enabled Va

AnaA Lookalike Domain™
\X&i7/ Detector

Ai Auto lock option for Rmail & Rsign

Not Enabled /7

I_ Secure Large File
D Share™

Ai Auto lock option for Rmail & Rsign

Enabled 7

B Clickwrap
Agreements
Ai Auto lock option for Rmail & Rsign

"3

Enabled Va

N\
RN Printing Restrictions

<,@\ «,\ Eavesdropping Alert

An eavesdropping attack is a malicious
attempt to intercept and access data.

Enabled 7

@ Reply Hijack™ Alerts

Ai Auto lock option for Rmail & Rsign

Not Enabled 7

I _=° Secure Reply

An eavesdropping attack is a malicious
attempt to intercept and access data.

Enabled 7

%—‘ Identity Leakers

Ai Auto lock option for Rmail & Rsign

Not Enabled Vi

Restrict Views
@ by Location

o010

01010 .

1010 a Encryption

Ai Auto lock option for Rmail & Rsign

Not Enabled s

6_\5@‘; RMail Recommends™
Ai Auto lock option for Rmail & Rsign

"

Enabled 4

d Securely Erase

Ai Auto lock option for Rmail & Rsign

Not Enabled V4

ﬁ Advanced Content
'/ Controls

Ai Auto lock option for Rmail & Rsign

Enabled Va

Run Al security analysis

=4 DLP

oo
o oY

Ai Auto lock option for Rmail & Rsign

Enabled /

%‘ Double Blind CC™ &
‘ Private SideNote®
Ai Auto lock option for Rmail & Rsign

g

Enabled 4

E Prefill and Backfill

Ai Auto lock option for Rmail & Rsign

Enabled /

& Self-Destruct on

m@ a Timer

Ai Auto lock option for Rmail & Rsign

"

Enabled Vs

Q



Minimize Leaked Context

Threat actors know who is communicating
to whom about what when.

External leak boomerangs back to your
organization as a hyper-targeted-hyper-

contextual impersonation lure.
©RPost 2025 : Private R ‘RPOST



Think... F35 vs. J35

What is the Value of
Un-Leaking Leaks Agentically?

©RPost 2025 : Private R ‘ R POSTM



Bottom Line Up Front (BLUF)

(1) Complements today’s defensive security tech with a
strong offense; true Al active threat hunting of sleeper
cells embedded in third party systems with agentic Al to

un-leak leaks. The best defense is a strong offense.

R |RPOST
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Bottom Line Up Front (BLUF)

(2) Accomplishes not only the Zero Trust Target 2027
capabilities and activities related to Pillars 4, 6, and 7, but

also the related Advanced State 2032 capabilities TODAY.

©RPost 2025: Private R R POST



Figure 5. DoD Zero Trust Capabilities

Achieve ZT
2032 for
Pillars 4, 6,

DoD Zero Trust Capabilities
7 today.

PIX222255

62

D RPOST
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EXECUTION o)
ENABLERS @;

Doctrine

=
@\‘ Organization

O
\@ Training

-
@)\ material

@ Leadership \

i . Visibility &
Device Application & Network & Automation & o~
- Workload o Environment Orchestration \‘.533_1-f.57 Analytics

1.1 User Invantory 2.1 Devics Inventory 3.1 Application bvenory 4.1 Deta Catalog Risk S1DemFlowMapping  |aegi ' '
1.2 Condmonal User 2.2 Device Detection and 3.2 Secute Software 4.2 DoD Enterprise Data 5.2 Software Dofined
Access Compliance Development & Integration Notworking (SON)
1.3 Mutti-Factor 2.3 Dovico Authorization with Software R 4.3 Data Labeling ard
Autheatication Roal Time Inspection :;:W'M 5.3 Macro Segmentation
1.4 Priviloged Accoss ' 3.4 Resource Authorization & | 4.4 Dota Monioring and

2.4 Remote Access Inteqrals ‘ Sens 5.4 Micro Segmentation
15 Foderation & 2.5 Portially & Fully Automated 58 Conlwuous | 45 Data ARG
u’.l'donﬂy noret W and Paich = Mum» 4.5 Data Encryption & Rights

: Management ; o i i _—

2.6 Unified Encpoint ;
1.6 Bohavioral, Contextual 4.6 Data Loss Prevention

Managemant (UEM) & Mobde
1D, and Biometrics Davico M (MDM) s l
1.7 Least Privieged 2.7 Endpoint & Extended : =
fostoooe Detection & Response (EDR & 47 Dota Accwss Contrel

XDR)
1.8 Continuous
Authentication
1.9 Integrated ICAM
Platlorm

-
-

~
.' Personnel



Achieve ZT
2032 for
Pillars 4, 6,
7 today.

PIX222255

D RPOST
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Figure 5. DoD Zero Trust Capabilities
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Insider & Third-Party Risk

Use Case #2: Trust But Verify.
Real-Time Security Assessment.

©RPost 2025 : Private R ‘ R POSTM
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See the Unseen: Information Containment

Last Activity (02/28/2025 18:57:51 UTC)

Security:

Activities:

Locations:

Yellow

Email Age: 20 hours 30 minutes

Risk Details: All Activities

Time (UTC)
02/28/2025 18:57:51
02/28/2025 18:34:48
02/28/2025 16:45:58
02/28/2025 16:45:08
02/28/2025 07:44:320
02/27/2025 23:18:58
02/27/2025 22:54:13

02/27/2025 22:46:07

Activity

Cpen (M)(D)

Cpen (D)
Cpen (D)
Cpen (D)
Cpen (M)
Cpen (M)iD)
Cpen (N)iD)

Open M

Original Message Details

Location
Frankfurt am Main, HE
Brea, CA
Seattle, WA
Seattle, WA
Phoeniz, AZ
Frankfurt am Main, HE
Frankfurt am Main, HE

Seattle, WA

#

Activity Liocation

“See your content route at
3rd / 4th parties that attested
to US-centric containment

Time (UTC) Couniry Metwaork Addr. Metwork Risk
Q238rraEs 18:57.51 Open (M Frankfurl sm Main, HE Gemony Bk 2300178 Ampzon-02 Yellow
DRZFEE0ZSs 185440 i I Beadm, DA U f08-E5-134-40 Ad-lriarald
A ZEAA005 18:408:88 i L Saatta VA Lsa 188 O AITiE TN =A%

Country Metwork Addr. Network Risk r

Germany 54-230-8-178 Amazon-02 Yellow T t y t h 1 d p t. t b

UsA 108-05-184-40 Aft-Internetd ru S O u r I r a r I e S O e
maintaining your content
[ESTEN 15-248-7-5 Amazon-As
within US-centric data centers
Germany 54.230-8-170 Amazon-02 Yellow
°
e smem e e | gNd Staff. But verify; see what
USA 172-56-104-163 T-Mabile-As2 m

©RPost 2025: Private Briefing

you cannot see today.
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Countering...

Third-Party Risk & Leaks
Insider Threats & Leaks

©RPost 2025 : Private R R POSTM



Un-Leak Leaks™

Psychological Deterrence
Insider threat — Strategic info disclosed

Counter Insider Pre-emptive Kill
Threats & Leaks Rogue or departing employee

Pro-active Security

Project ends, enforce file cleanse — future risk

_
—_—

Automate Un-leak

Thwart impersonation attempts - ransomware
— R RPOST

Counter Adversaries
& Third-Party Risks

©RPost 2025: Private




Deter Screen Photo Leakers

R&ts Protncind [0 1T re ' wewer /R RPOST

—_—

Covert cipher

markings Overt floating

identity
markings

R RPOST



Deter Screen Photo Leakers

RDeocs

©RPost 2025: Private

o
Protected Document Viewer 5R RPOST

AGREEMENT REGARDING MUTUAL DISCLOSURE OF INFORMATION

THIS AGREEMENT is made as of _ _by and betweenand

("Company")and _________ ‘Party").

S, P
1) Purpose. NEA and the Party (the "Parties") wish to explore a business possibility of mutual
interest and the Party desires to relay e-mail that may contain confidential information of the
Party or clients-of the Party for the following purpose: utilizing NEA products and services (the
"Purpose"). For purposes of this Agreement, the party disclosing confidential information is
hereinafter referred to as the "Disclosing Party" and the party receiving confidential information
is hereinafter referred to as "Recipient." In connection with the Purpose, certain trade and
business information proprietary to the Disclosing Party, and which the Disclosing Party
considers confidential, may be provided to Recipient.

2)Definition. "Confidential Information” means any information, legal or technical data, or
knowhow- (including, but not limited to, information relating to research, products, projects,
software, services, development, inventions, litigation, processes, engineering, marketing,
techniques, customers, pricing, internal procedures, business and marketing plans or strategies,
finances, employees and business opportunities) disclosed by the Disclosing Party to Recipient
in.an electronic form transmitted by e-mail that has been tagged by the sender or sender's
system for transmission through the NEA networks.

INWITNESS WHEREOF, the parties hereto, through their duly authorized officers, have
executed this Confidentiality Agreement as of the Commencement Date designated above.

R RPOST



\‘I .! ‘D@CS Send  Generate Manage  Settings e v

[o— )

Document ID Subject/Description Reader Email Access Control v Status v n

14 RPDs selected ® Default

-

) ‘ Expire Selected ‘ ‘ Activate Selected ‘ C ‘ [ Kill Selected ‘
+ Folders @ —1/ : . . Days Since
|i| Type + Created (UTC) Subject/Description Document Name Initial Readers Status Access Control

Last Viewed
(aw Default
— 250214 - The Good Old .
¥ myFolders [ 2 |i| a 02/14/2025 18:53 Blog Article Days of Gentlemanly zkhan@rpost.com 5 | Active
Ransomware
B Steph Dolde.../ _
(s | 250101 - G&L Forum )
» |v| (B 02/14/202507:10 G&L Contract _ zkhan@rpost.com 16 Active
» Shared — and Alliance Contract _
-y 210322 - B29 Purch ' ,
» [~ (B 02/05/202500:37  B-29 P&S Hrenase 2 Active
et Agreement - CLEAN _

0150 _BR _BL RPost

2 Sell
p |v| B 12/09/2024 06:21 elier ) . investor@rpost.com 0 Limit Readers
— L Impersonation_Paris

©RPost 2025: Private




Bottom Line Up Front (BLUF)

(2) Accomplishes not only the Zero Trust Target 2027
capabilities and activities related to Pillars 4, 6, and 7, but

also the related Advanced State 2032 capabilities TODAY.

©RPost 2025: Private R R POST



Bottom Line Up Front (BLUF)

(3) Meets not only today’s Zero Trust goals, but also the
Presidential Executive Order related to DOGE, paragraph 4a,
government tech modernization for maximum efficiency,
productivity, inter-operability with data integrity

assurance.

R |RPOST
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R1: One Install Does It All'™ S

Modernize @ RPOSTONE
Contract D eioienoiie
Signoffs, p—
Workflows B
Se q u en C e = Curated Training

© All Training Videos

PIX222255

) Full Featured E-Sign Quick Send Secure Control or Kill After Sent
# Schedule Live Demo
Click 1o get started e-signing with drag-and-drop Click to send encrypted, with Registered Email™ Protect, control, track, or kill access to documents
£ Support Center signature controls, templates, compliant security, delivery proof, files up to 1Gb, send for e-sign, and in-the-ether, even after sending. Learn more.
and much more. more.
¢ Tech Essentials Tips
RNews
Install Most Popular App Plan Details Plan Upgrade
Click 1o install RMail & RSign inside Outlook or Upgrade or add a license 1o your existing account.
browse all of our apps. Plan
Dlan N Tuna

D RPOST
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Modernize . . . ..o s X
Internal
Signoffs,
Social Docs

RDecs Protected Document Viewer

Q 100 @ v .l < l 1 ‘/10 > I & sd € || Allowed Pages Only

PIX222255

Pre-Crime Al Auto-Lock for RDocs

Last revised: 05-21-2024

D RPOST
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Modernize
Internal
Signoffs,
Social Docs

N\ Track Interactivity +&
N
N ] Address First Name
N
x > ] nanie1219@hotmail.com Manis
x = ] sdolder@rpost.com F Stephanie
N
A > ] mbrenes@rpost.oom # Manze
N
> |:| sdoldempost@gmailcom # Samantha
> ] testacc?@rpostiabs.com Megan

Last Mame Mobile

Velsz

Dolder

Branes

Dlossier

Gresne

First Read (UTC) |

D6/25/2024 1935

D6/25/2024 10:23

06/25/2024 1917

Reads

Total Time (hh:mm:ss)

00002:00

00:22:00

0000d:00

00:00:00

0000:00

Viote

t=

=

Status

Active

Active

Active

Active

Banned

=}

Q) RPOST
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Modernize
Internal
Signoffs,
Social Docs

PIX222255

D RPOST
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0&/25/2024 19:35

06/25/2024 19:23

0&/25/2024 19:17

00:03:00

00:22:00

00:04:00

00:00:00

00:00:00

5

13

13

Total : I‘ 2 'I 1

= -

= EHo

Active

Active

Active

Active

[ Banned




Modernize
Admin
Legal or
Time
Dependent
Notices

IIX2225550

23 RPOST
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Receipt: RE: [Non-DoD Source] RPost/Gartner CIO LF Lunch // Invite Pentagon On-site Cyt

Receipt <receipt@r1.rpost.net>
To zkhan@rpost.com

e DeliveryReceiptxml 11 KB v e HtmIReceipt.htm 237 KB v

ReGISTERED RECEIPT

EviDence oF DeLivery, ConTenT & Time

This receipt contains verifiable proof of your RPost transaction.
The holder of this receipt has proof of delivery, message and attachment content, and official time of sending and receipt. Depend-
ing on services selected, the holder also may have proof of encrypted transmission and/or electronic signature.

To authenticate this receipt, forward this email with its attachment to 'verify@r1.rpost.net' or click here

Delivery Status
Address Status Details Delivered (UTC®) Delivered (local)y Opened (local)
ail.com Delivered and  |HTTP- 03/17/2025 06:15:28 |03/17/2025 01:15:28 PM |03/17/2025 01:16:53 PM
Opened 1P-66.249.83.129 PM (UTC) (UTC -05:00) (UTC -05:00)
usme.mil Delivered and  |HTTP- 03/17/2025 06:15:28 |03/17/2025 01:15:28 PM |03/17/2025 01:16:02 PM
- lopened 1P:52.243248217  |PM (UTC) (UTC -05:00) (UTC -05:00)

*UTC represents Coordinated Universal Time: https.//www.rmail.com/resources/coordinated-universal-time/

Message Envelope

From:

- G .com>

Subject:

RE: [Non-DoD Source] RPost/Gartner CIO LF Lunch // Invite Pentagon On-site Cyber-Al Briefing Mar 19

To:

usmc.mil>

Ce:

Network ID:

<00dd01db9768$628f40f0$27adc2d0$@rpost.com>

Received by RMail System:

03/17/2025 06:15:18 PM (UTC), 03/17/2025 01:15:18 PM (UTC -05:00) (Local)

5 6:15:29 Pl

7 AMTI2025 6:15:28 PM done gmail. con’.\,defau it}

Client Code:

Message Statistics

Tracking Number: 2DBA1BB93BBA6763CCA1BFF1368A4B706A0B0D88
Message Size: 114321

Features Used: B

File Size: File Name:

49.4 KB 250228 - RPost - Pentagon Cyber Al Briefing Invitation.pdf
Delivery Audit Trail

250

3/17/2025 6:15:27 PM starting gmail.com/{default} 3/17/2025 6:15:27 PM connecting from mta81.r3.rpost.net (0.0.0.0) to gmail-smtp-in.|.go)
'ogle.com (142.251.2.26) 3/17/2025 6:15:27 PM connected from 10.0.71.232:56807 3/17/2025 6:15:27 PM >>> 220 mx.google.com ESMTP
d9443c01a7336-225c6888eb5si114891975ad.66 - gsmtp 3/17/2025 6:15:27 PM <<< EHLO mta81.r3.rpost.net 3/17/2025 6:15:27 PM >>> 2
50-mx.google.com at your service, [3.101.2.139] 3/17/2025 6:15:27 PM >>> 250-SIZE 157286400 3/17/2025 6:15:27 PM >>> 250-8BITMIM
E 3/17/2025 6:15:27 PM >>> 250-STARTTLS 3/17/2025 6:15:27 PM >>> 250-ENHANCEDSTATUSCODES 3/17/2025 6:15:27 PM >>> 250}
-PIPELINING 3/17/2025 6:15:27 PM >>> 250-CHUNKING 3/17/2025 6:15:27 PM >>> 250 SMTPUTF8 3/17/2025 6:15:27 PM <<< STARTT
LS 3/17/2025 6:15:28 PM >>> 220 2.0.0 Ready to start TLS 3/17/2025 6:15:28 PM tls:TLSv1.2 connected with 128-bit ECDHE-ECDSA-AE
S$128-GCM-SHA256 (session reused) 3/17/2025 6:15:28 PM tls:Cert: /CN=mx.google.com; issuer=/C=US/O=Google Trust Services/CN=W|
R2; verified=no 3/17/2025 6:15:28 PM <<< EHLO mta81.r3.rpost.net 3/17/2025 6:15:28 PM >>> 250-mx.google.com at your service, [3.101

2.139] 3/17/2025 6:15:28 PM >>> 250-SIZE 157286400 3/17/2025 6:15:28 PM >>> 250-8BITMIME 3/17/2025 6:15:28 PM >>> 250-ENHAN
CEDSTATUSCODES 3/17/2025 6:15:28 PM >>> 250- PIPELINING 3/17/2025 6:15:28 PM >>> 250-( CHUNKING 3/17/2025 6: 15 28 PM >>>

17/2025 8:15:28 PM starting usme. mil{{defaulf} 2/17/2025 8:15:28 PM connecting from mita1.r3.rpost.net {0.0.0.0) to pri-jzemsg eemsg|
mail.mil (156.112.250.1) 31 7/2025 8:15:28 PM connected from 10.0.71.232:51241 31712025 8:15:27 PM === 220 USAT10PA30.eemsg.m|
ail.mil ESMTP 3/17/2025 §:15:27 PM =<< EHLO mta81.ri.rpost.net 317/2025 6:15:27 PM =>= 250-USAT19PAZ0.cemsg.mail.mil 217/202]
5 8:15:27 PM =>=> 250-BBITMIME 2/17/2025 6:15:27 PM =>> 250-5IZE 72351744 3/17/2025 8:15:27 PM =>> 2560 STARTTLS 2/17/2025 &
215:27 PM <<= STARTTLS 3M7/2025 §:15:27 PM === 220 Go ahead with TLS 31712025 8:15:27 PM is:TLSv1.2 connected with 256-bit Ef
CDHE-RSA-AESZE8-GCM-SHA3E4 3M7/2025 8:15:27 PM tis:Cert: /IC=US/ST=MarylandL=Fort Meade/0=DISA/CHN=" semsg mail mi; x|
wer=/C=USI0=Entrust. Inc/OU=Se www.entrust netllegal-terms/OU=(c] 2012 Entrust, Inc. - for suthorized use onby/CH=Entrust Cerifical
ion Authority - L1K; verified=no 31712025 8:15:27 PM <=< EHLO mta®1.r3.rpost.net 31772025 §:15:27 PM =>=> 250-USAT10PA30.eemsp |
mail.mil 3/17/2025 8:15:27 PM =>> 250-EBITMIME 3/17/2025 B:15:27 P =>> 250 SIZE T2351744 3172025 8:15:27 PM <== MAIL FROM|
- BODY=8BITMIME 21712025 6:15:28 PM ==> 250 sender ok 3/17/2025 8:15:23 PM <<= RCPT TO: 3/17/2025 6:15:28 PM =3= 250 recip|
ient ok 317/2025 6:15:28 PM =<< DATA 31 7/2025 8:15:23 PM =>> 354 go ahead 31 7/2025 8:15:23 PM === _ 317/2025 8:15:28 PM == 3|
250 ok: Message 733456074 accepted 31772025 6:15:28 PM <=< QUIT 3/17/2025 6:15:28 PM >>> 221 USAT19PA30.eemsg. mail.mil 317)
2025 6:15:28 PM closed pri-jeemsg.semsg. mail.mi (158.112.250.1) in=408 out=115910 317/2025 8:15:28 PM done usme.mil{default}

From: postrasteri@mtad1.r3.rpest.net:Hello, this is the mail server on mtad1.r2.rpostnet. | am sending you this message ta inform you on
he delivery status of a messape you previously sent. Immediately below you will find a list of the affected recipients; also attached is a Deliv
ery Status Notification (DSM) report in standard format, as well as the headers of the original message. relayed to mailer gmail-smmtp-in_|.gof
ogle.com (142.251.2.26)

[IP Address: §3.248.33.128] [Time Opened: 3/17/2025 6:16:53 PM] [REMOTE_HOST: 182.168.20.95] [HTTP_HOST: open.ri.rpost.nef] [SC]
RIPT_NAME: fopenfimages_v2/PzkgdXQ8CCTZXACPKiw FhK8cY0Z 1hDTnBHwM{Ew.png] HTTP_ACCEPT_ENCODING:gzip, deflate]

. br HTTP_HOST.open.ri.rpost.net HTTP_USER_AGENT:-Mozilla3.0 (Windows NT 5.1; ne:11.0) Gecko Firefoed11.0 (via pgpht.com Googlel
magemey] HTTP_X_FORWARDED _FOR:65.240.83.120 HTTP_X_FORWARDED PROTC:hitps HTTP_X_FORWARDED _PORT.443 HT|
TP_¥_AMZN_TRACE_|ID:Root=1-67d8E7 15-240852346ba2c006245908d40 Accept-Encoding: gzip, deflate, br Host: open.rirpostnet Uses
-Agent: Mozilla!5.0 (Windows NT 5.1; rv:11.0) Gecko Firefoed11.0 (wia ggpht.com GooglelmageProxy) X-Forwarded-For: 33_248.83.128 X-F|

rded-Proto: hitps X-F ded-Port: 443 X-Amzn-Trace-ld: Root=1-87d38715-340852348ba2c0062d5000d8 [LMANISVCH2ZRO0T
5 2048 CM=rpost.com Root Cert CH=admin1.dew rpostinfo O CGL1.1 on 256 2048 CN=rpost.com Root Cart CN=admin1_devx rpost.infio
12 AMANGEVCIE 192.188.10. 112 lopenfimages_w2iPzkgdXQECCTIZN 1 CPKfwiFbtkQ8toY 0Z1hDTnBHwiMjEw.png 152.168.20.05 192 1§
8.20.85 38002 GET /openimapges_v2PzkgdXQ8CCTIZX1CP¥Fw 1 FhtkiQ0e Y 0Z 1hDTnBHwM]Ew.png open.ri_rpost.nat 443 1 HTTPA .1
crosoft-115010.0 fopenfimages_v2/PzhgdXQECCTIEX 1 CPKhw1 FbtkQ0ioY 0Z 1hDTnBHwWMIEwW.png gzip, defiate, br open.rl _rpost.net Mozillal
5.0 (Windows NT 5.1: rnv:11.0) Gecko Firefoze'11.0 (via ggpht.com GooglelmageProxy) 68.240.83.120 https 443 Root=1-67d86T 15-24085e5
45baZc8062d5808d6

From: postmaster@mtal1.r3.rpest.net:Hello, this is the mail server on mtad1.r3.rpostnet. | am sending you this message to inform you on
he delivery status of a messape you previously sent Immedistely below you will find a list of the affected recipients: also attached is a Deliv
ery Status Notification (DSM) report in standard format, as well as the headers of the original message. relayed to mailer pri-jeemsg. esmsyg
-l (156.112.250.1)

[IP Address: 52 242 243 217] [Time Opan=d: 3/17/2025 £:18-02 PM] [REMOTE_HOST: 182.188.10.57] [HTTP_HOST: apen.ri.rast net] [
CRIPT_MAME: fopenfimages_v2/cWZAERZk1froPBlghf2 1XZifqurm 2\VWOeDpJChzh DM|Ew.png] HTTP_ACCEPTimape™ HTTP_HOST.ops
n.rl.rpost.net HTTP_USER_AGENT:-Mozilla/5.0 (Windows NT 10.0; Win84; x84) AppleViebiit/537 38 (KHTML. like Gecka) Chraomal 1C§ il
0.0 Safari’537.36 HTTP_X_FORWARDED_FOR:52 243248 217 HTTP_X_FORWARDED_PROTOchtips HTTP_X_FORWARDED_PORT.4
43 HTTP_X_AMZMN_TRACE_ID:Root=1-07d260e2-3281 2dad 1c720bd333a22a4d Accept: image’™ Host: open.ri.rpost.net User-Agent: Mag
#la/5.0 (Windows NT 10.0: WinB4; x34) AppleWebit537 36 (RHTML, like Gecko) Chrome’08.0.0.0 Safani537.38 ¥-Forwarded-For: 52 24
3.248.217 ¥-Forwarded-Prota: hitps X-Forvarded-Port: 443 X-Amzn-Trace-1d: Root=1-07d30022-32813dad1c720bd333a2ea4d ALMWWEEY|
CM2M0OO0T 258 2048 CN=rpost.com Root Cert CN=admin1 devx.rpost.info 0 CGI1.1 on 253 2048 CN=rpost.com Root Cert CH=admin1.d|
e rpostinfo 12 LMAVZEWEH2 192.168.10.112 fopenfimages_vw2ioW2A5RZk1froPBigi2 1 XZibqurmAWOeDpJChzhDMjEw.png 182.183.1
0.57 182.168.10.57 41650 GET fopenfimages_v2/oV2ZABRZk1froPBigif2 1 XZiBqurm QWOe DpJChzhDM]Ew.png open.ri.rpost.net 443 1 HT)
TPM.1 Microsoft-Il 5/10.0 /openfimages_v2ioWVZAERZk froP Blgi2 1XZi8qurmQW0eDp ) ChehDMEw png imape™ openrl.rpost net Mazillal
5.0 (Windows NT 10.0; WinB4; x84} Apple\VUebkit'537_36 (KHTML, ke Gecka) Ghromef108.0.0.0 Safarit537.30 52 243,243 217 hitps 443 R
oot=1-87d33022-32813dad 1cT26bd333a eadd
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Receipt: RE: [Non-DoD Source] RPost/Gartner CIO LF Lunch // Invite Pentagon On-site Cyl

Receipt <receipt@r1.rpost.net>
To  zkhan@rpost.com

e DeliveryReceiptxml 11 KB e HtmlIReceipt.htm 237 KB V

REGISTERED RECEIPT

EviDence oF DeLivery, CONTENT & TIME

This receipt contains verifiable proof of your RPost transaction.
The holder of this receipt has proof of delivery, message and attachment content, and official time of sending and receipt. Depend-
ing on services selected, the holder also may have proof of encrypted transmission and/or electronic signature.

To authenticate this receipt, forward this email with its attachment to 'verify@r1.rpost.net’ or click here

Delivery Status

Address Status Details Delivered (UTC?) Delivered (local) Opened (local)
_‘M Delivered and HTTP- 03/17/2025 06:15:28 [03/17/2025 01:15:28 PM |03/17/2025 01:16:53 PM
- Opened IP-66.249.83.129 PM (UTC) (UTC -05:00) (UTC -05:00)

usme.mi |Delivered and  |HTTP- 03/17/2025 06:15:28 |03/17/2025 01:15:28 PM |03/17/2025 01:16:02 PM
_@—' Opened IP-52.243248217  |PM (UTC) (UTC -05:00) (UTC -05:00)

*UTC represents Coordinated Universal Time: https2//www.rmail.com/resources/coordinated-universal-time/

Message Envelope

From: ,(han C Yeeend

Subject: RE: [Non-DoD Source] RPost/Gartner CIO LF Lunch // Invite Pentagon On-site Cyber-Al Briefing Mar 19

To: ' usmec.mil=
Cc: mail.com=
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Network ID: <00dd01db9768%$628f40f0$27adc2d0$@rpost.com>

Received by RMail System: (03/17/2025 06:15:18 PM (UTC), 03/17/2025 01:15:18 PM (UTC -05:00) (Local)

Client Code:

Message Statistics

Tracking Number:

2DBA1BB93BBA6763CCA1BFF1368A4B706A0B0D88

Message Size: 114321

Features Used: m

File Size: File Name:
49.4 KB 250228 - RPost - Pentagon Cyber Al Briefing
Delivery Audit Trail

3/17/2025 6:15:27 PM starting gmail.com/{default} 3/17/2025 6:15:27 PM connectin
ogle.com (142.251.2.26) 3/17/2025 6:15:27 PM connected from 10.0.71.232:56807
d9443c01a7336-225c6888eb5si114891975ad.66 - gsmtp 3/17/2025 6:15:27 PM <<
50-mx.google.com at your service, [3.101.2.139] 3/17/2025 6:15:27 PM >>> 250-Sl.
E 3/17/2025 6:15:27 PM >>> 250-STARTTLS 3/17/2025 6:15:27 PM >>> 250-ENH/
-PIPELINING 3/17/2025 6:15:27 PM >>> 250-CHUNKING 3/17/2025 6:15:27 PM >:
LS 3/17/2025 6:15:28 PM >>> 220 2.0.0 Ready to start TLS 3/17/2025 6:15:28 PM
5128-GCM-SHA256 (session reused) 3/17/2025 6:15:28 PM tls:Cert: /CN=mx.gooc
R2; verified=no 3/17/2025 6:15:28 PM <<< EHLO mta81.r3.rpost.net 3/17/2025 6:1£
2.139] 3/17/2025 6:15:28 PM >>> 250-SIZE 157286400 3/17/2025 6:15:28 PM >>>
CEDSTATUSCODES 3/17/2025 6:15:28 PM >>> 250-PIPELINING 3/17/2025 6:15:

25 -15- <<< - =

ar338-225c6880eb5:1114201875ad.68 - gsmip 2M7/2025 6:15:29 PM closed grail-smip-in.|google.com (142.251.2.28) in=773 out=11500
T 372025 8:15:28 PM done gmail.comt{defaulf};

ITR025 3:15:20 PM starting usmc.mil{defzulty 2172025 §:15:28 PM connecting from mita1.r3.rpost.net (0.0.0.0) to pri-jeemsg_eemsg.
mail.mil {156.112250.1) 31712025 3:15:208 PM connected from 10.0.71.232:51241 31712025 3:15:27 PM === 220 USAT10PA30.eemsg.m|
ail.mil ESMTP 3/17/2025 6:15:27 PM <=< EHLO mta81.r3.rpost.net 31712025 8:15:27 PM === 250-USAT19PA20. cemsg mail mil 31 7/202|
581527 PM === 250-8BITMIME 31712025 8:15:27 PM =>= 250-5IZE 72351744 3M7/2025 6:15:27 PM »>>» 250 STARTTLS 31712025 &
71527 PM <<= STARTTLS 3172025 8:15:27 PM === 220 Go ahead with TLS 2172025 8:15:27 PM is:TL5w1.2 connected with 256-bit E|
CDHE-RSA-AES256-GOM-SHAIR4 31712025 6:15:27 PM tis:Cert /C=U5/5T=MarylandL=Fort Meade/0=DISA/CN=* eemsg mail mi; i

wer=/C=US/0=Entrust, Inc/OU=522 wenw.entrust netilegaltemms/OU=(c] 2012 Entrust, Inc. - for suthorized use only/CHN=Entrust Cerlifica
ion Authority - L1K; verified=no 31772025 §:15:27 PM <<< EHLO mta81.r3.rpost.net 3172025 8:15:27 PM ==> 250-USAT19PAI0 eemsy.
mail. mil 3172025 8:15:27 PW === 250-EBITMIME 3172025 6:15:27 PM >=>= 250 SIZE T2351744 31712025 8:15:27 PM <=< MAIL FROM|
: BODY=3BITMIME 34172025 8:15:28 PM === 25] sender ok 317/2025 6:15:28 PM <<= RCPT TO: 31 7/2025 8:15:28 PM >>= 250 recip
ient ok 31 7/2025 6:15:28 PM <<= DATA 31712025 8:15:28 PM =>> 354 go ahead 31712025 8:15:28 PM <=< _ 317/2025 8:15:28 PM =33
250 ol Messape 73348074 accepted 311772025 6:15:28 PM === QUIT 3/17/2025 6:15:28 PM »=>= 221 USAT19PAI0.eemsg. mail.mil 3/17)
2025 8:15:28 PM closed pri-jeemsg.eemsg.mail.md (156.112.250.1) in=408 out=115810 3172025 8:15:28 PM done usme.mil{default}

From:postmasten@mtsl 1 rdrpostnet:Hello, this is the mail server on mitad1.r2.rpostnet. | am sending you this message to inform you on 4
he delivery stafus of a message you previously sent. Immediately below you will find a list of the affected recipients: also attached is a Deliv
ery Satus Mofification (DSMN) report in standard format, a5 well as the headers of the orginal message. relayed fo mailer gmail-smitp-in.l.gof
ogle.com (142.251.2 26)

[IP Address: 88_248.83.128] [Nime Opened: 31712025 8:16:53 PM] [REMOTE_HOST: 182.168.20.95] [HTTP_HOST: open.ri_rpost.nef] [SC
RIFT_MAME: jopenfimages_v2/PzhgdX Q80 CTEX 1 CPHRwi itk 0o 0Z 1hDTnBHwhEw. png] HTTP_ACCEPT_ENCODING:gzip, defial

. br HTTP_HOET-open.ri.rpost.net HTTP_USER_AGENT:-Mozilla™.0 (Windows MT 5.1: re:11.0) Gecko Firefoed'11.0 (via pppht.com Googlel
mapeProgy) HTTP_X_FORWARDED_FOR:-66.240 83 120 HTTP_X_FORWARDED_PROTC:hitps HTTP_X_FORWARDED_PORT:443 HT|
TP_¥_ANMZN_TRACE_ID:Root=1-6Td86715-340852346ba2c90824590948 Accept-Encoding gzip, deflate, br Host: open.ri_rpost.nat Usaq
-Agent Mozilla!s.0 (Windows MT 5.1; ne11.0) Gecko Firefoee'11.0 (vis gppht.com GoogledmagePraxy) X-Forwarded-For: 88.240.83.128 X-F
onwarded-Proto: hitps X-Forwarded-Port 443 X-Amzn-Trace-ld: Root=1-07d88715-349852a48ba2c0062d5000d8 LMAWASVCH2ZRO0T 2|
58 2048 CM=rpost.com Root Cert CN=admin1.dewe rpostinfo 0 CG11.1 on 258 2048 CM=rpost.com Root Cert CH=admin1_dev:=.rpost.infiol
12 AMANZEVC2 1082.168.10.112 fopenfimages_vw2/PzkpdXQBCCTIZN1 CP w1 FbikQ8toy 0Z 1hDTnBHwMjEw png 192.168.20.05 19215
8.20.95 30002 GET fopenimages_v2PzkgdXQ8CCTEX 1 CPH w1 FotHiQ8toY 0Z 1 hDTnBHwhMjEve.png open.ri.rpost.net 443 1 HTTPM .1 M
crosoft-115510.0 fopenfimages_v2/Pzkgd X QECCTIZX 1 CPERw 1 FEtH Q84 021 hDTnBHwWMJEw.png gzip, deflate, br open.ri_rpost.net Mozillal
5.0 (Windows NT 5.1; re:11.0) Gecho Firefoed11.0 {via ggpht.com GooglelmageProoxy) 68.240.83.128 htips 443 Root=1-67dE67 15-34085e5)
48ba?c0062d5000d8

From:postmasten@mizal 1 rdrpostnet:Hello, this is the mail server on mitad1.r2.rpostnet. | am sending you this message to inform you on {
he delivery stafus of a message you previously sent. Immediately below you will find a list of the affected recipients: also attached is a Deliv
ery Status Motification (DSM) report in standard format, as well as the headers of the original message. relayed to maier pri-jeemsp.eemsg
il rdl (158.112.250.1)

[IF Address: 52243 248 217] [Time Opened: 317/2025 6:13:02 PM] [REMOTE_HOST: 182.188.10.57] [HTTP_HOST: open.ri.rpostnet] [5
CRIPT_MNAME: fopenfimages_v2/oW2ASRZK1froPBIg2 1 XZi8qumQWoeDpJChzhDMEw.png] HTTP_ACCEPTimage™ HTTP_HOST:
n.rl.npostnet HTTP_USER_AGENT:Mozilla/5.0 (Windows NT 10.0; Wing4; »04) AppleWWeblGt'53T 238 (KHTML, ke Gecka) Chromer109.0,
0.0 Safarifs37_36 HTTP_X_FORVWARDED FOR:52 243 248 217 HTTP_X_FORWARDED PROTCOchttps HTTP_X_FORWARDED PORT:
43 HTTP_X_AMZN_TRACE_ID-Root=1-67d306e2-32813dad 1c720bd333a2ea4d Accapt: images™ Host open.ri.rpostnet User-Agent: Ma
lla5.0 (Windows NT 10.0; WinE4, x34) AppleWebiit'537 36 (KHTML, like Gecko) Chrome!108.0.0.0 Safan'537.38 X-Forwarded-For: 52_2
3.248.217 ¥-Forwarded-Proto: hitps X-Forwarded-Port: 443 ¥-Amzn-Trace-ld: Root=1-87d3080e2-32813dad 1c72680d333a2ea4d /LMANE
CHHROOT 258 2048 CN=rpost.com Root Cert CN=admin1.deve.rpostinfo 0 CGIM.1 on 258 2048 CH=rpost com Root Cert CH=admin1.
e rpostinfo 12 AMAWIEVCHM2Z 182.168.10.112 lopenfiimages_v2ioW2AGRZk 1froPBlgh2 1 X ZiGqurmQWOeDpJChzhDMjEw.png 182.188.1
0T 192.168.10.57 41650 GET /openfimages_w2ioW2A8RZk 1froPBlgh2 1 ¥ ZifgurmQWOeDpJChzhOMjEw.png open.ri.rpostnet 443 1 H
TPM.1 Microsoft-15M10.0 fopenfimages_v2/oVZAERZK 1froPBlgh2 1 XZi8qurmWOeDpl ChehDMEwW png imapge™ open.r.mpost.net Mozillal
5.0 (Windows NT 10.0; WinG4; x04) AppleWebti537_ 38 (RHTML, Bke Gecka) Chrome1008.0.0.0 Safani/537.38 52 243248217 hitps 443

oot=1-07d800e2-32813dad 1c726bd333aeadd
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Receipt <receipt@rl.rpost.net>
To  zkhan@rpost.co

‘ )\ REGISTERED RecEipT

Evipence of DeLivery, ConTENT & TIME

This receipt contains verifiable proof of your RPost transaction.
The holder of this receipt has proof of delivery, message and attachment cpntent, and official time of sending and receipt. Depend-
ing on services selected, the holder also may have proof of encrypted tfansmission and/or electronic signature.

To authenticate this receipt, forward this email with its attachment|to 'verify@r1.rpost.net’ or click here
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Reconstructs original message and forensics

Receipt: Insurance Policy Review (Delivery Failure)

Authentication <support@r1.rpost.net>

To tom@northendassoc.com
L SMTP Log-1.txt
\J 3KB

L SMTP Log-4rectt
\J 151 bytes

SMTP History-3.txt

g

o SMTP Log-2.txt
\J 2KB

o SMTP History-1.6¢t
\J 3k8
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Bottom Line Up Front (BLUF)

(4) Implements with commercial-off-the-shelf software
service available on AT&T’s GSA schedule, ready for
immediate acquisition, with easy deployment plugged into
Microsoft Outlook; proven, the underlying tech has been in

use in Federal Government for 20 years.
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RPostONE for Outlook

File
Track & Prove @ RPOST ONE
© Marked as a Registered Email™ message
_) Unmarked
S.end Active Tracker™ Protection
Registered
RMail [C] Encrypt - select primary experience
Transmission - auto-decrypts for recipient
) Message Level - decrypts with password
| F |Custom or Random Password | 2" Email password to recipient
: ron
| - [] RDocs — Rights Protected Docs Send to RDocs
Send — ) Track Views
| ( () Track Readers
() Limit Readers Set Expiration
| E
("] File Share - up to 1 GB Manage Files
Sul
[] E-Sign - send for signature Send to RSign
_) E-Paper
Smart Tags
) One-Click [7] Sign in Sequence
[[] sideNote® Send a private note only visible to

[} Disappearing Ink™

0T [JCc [JBcc 2. Select recipient

the To, Cc and/or Bcc recipients.

1. Add your SideNote® message
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Threat Intelligence
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Lookalike Domain AI Recommends
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See the Unseen: See Criminals in Action

Bec

cond To Zafar Khan <zkhan@rposts.com>
I B \ From: zkhan@rpost.com
Reply-to: zkhan@rpost.com

Subject RE: RPost // Form

MNotes

Zafa Verify and Send
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ﬁ'
RPost patented (rpost.com/patents) including US patent applications 17304,305, 15469388, 17025955, k R POST
17659479, 16866135, 17653923, 17663425, 63/366,685, 63/366,661 and other applications.



Connect on LinkedIn

Zafar Khan
zkhan@RPost.com

R RPOST

Made in California,

Served to the World.

Since 2000.
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