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Bring truth to action with Axonius(

The System of Truth for your cyber assets
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Director of Fed Sales Field Chief Technology Officer

603.988.6174


mailto:Chris.olsen@axoniusfed.com
mailto:stretch@axoniusfed.com

Axonius is DoD Approved

17 DoD installs awarded to date

rFe D E F E N S E 2.1m assets licensed to date
Y INNOVATION UNIT

DISA\ EMERGING TECHNOLOGIES

sosommesscoe D|RECTORATE (EM)

NIAPS Certified

ATO DISA/JSP

ATO at USMC

DADMS IDs DoN/USMC
DISA/JFHQ DoDIN CMRS 2.0

Full Production Deployments

DoD ESI Award

Multiple New Pilots underway


https://www.axonius.com/press-releases/axonius-federal-systems-approved-for-use-within-the-us-department-of-defense-after-completion-of-prototypes

Cyber resilience is a moving target
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The Axonius difference starts with the data foundation...

Aggregate Correlate Enrich Associate Assess Visualize
VEELEES asset data by type with added context asset relationships risk areas intables, charts, and
graphs
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On-prem, Cloud, loT, Deduplicate and deconflict Threat intelligence, vulnerability Devices, identities, applications, Weak controls, excessive Fully customizable
and network systems using custom logic data, EOL/EQS data, etc. vulnerability instances, etc. pemissions, severity, etc. with OOTB templates
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Only a data platform rooted in truth can unlock real actionability

Risk
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Where are we potentially
exposed?

Actionability mitigates

threat exposure

Performance
@
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Where can production
systems go wrong?

Actionability minimizes
operational overhead

Cost

Where are we overspending?

Actionability optimizes
financial operations



Axonius is the system of truth to secure your cyber assets

Things you control
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Our platform is designed to bring truth to action with asset intelligence

Asset Data

A complete data model of all assets
across every system in your
technology footprint

Identities

Applications

Infrastructure
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Adapter Network

1200+

API-driven & custom integrations across
every tool in your arsenal

Enforcement Actions

Continuously validate policy and
mitigate potential exposure

Enrich Asset Data
TN
Execute Command

Manage Users & Groups
Send Notification




PagerDuty notification

Servers

exposed to the Internet with vulnerable software

Reset PW + Add MFA

.
Truth to action [ ]
that are missing Crowdstrike and with public IP = Deploy Crowdstrike

in 3 steps

compromised and has access to GitHub

over subscribed remove licenses

Raise Jira ticket

on the PCI network with default credentials

Step 1
See all cyber
Assets

- All asset types
- On-prem and in any cloud




PagerDuty notification

Servers " Pagerbuy nofication _

exposed to the Internet with vulnerable software

compromised and has access to GitHub Reset PW + Add MFA

.
Truth to action [ ]
that are missing Crowdstrike and with public IP = Deploy Crowdstrike

in 3 steps

over subscribed remove licenses

Raise Jira ticket

on the PCI network with default credentials

Organizational Risk
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Identify gaps

- Get risk, performance, and cost insights
- Get instant answers to your questions




Servers

exposed to the Internet with vulnerable software PagerDuty notification

compromised and has access to GitHub Reset PW + Add MFA

.
Truth to action [ ]
that are missing Crowdstrike and with public IP = Deploy Crowdstrike

in 3 steps

over subscribed remove licenses

on the PCI network with default credentials Raise Jira ticket

7 Jopepa
2 AXONIUS

Deploy Crowdstnke Via Mcrosoft SCCM
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Step 3
Automate resolution

Asset added or reemoved

- Auto-fix assets with 400+ integrations
- Mobilize operations with tickets

- Build your automation library (write-
once/always enforced)




Axonius for DoD Missions (Find Gaps, Define Risk and Take Action!)

Continuous Monitoring and Control
RMF, C2C, Zero Trust, log4j, volt typhoon, and more
CMRS reporting
More accurate and more efficient
eMASS integration
Bi-directional
COAMS and DITPR integrations
Tagging
Ingest STIGS
Exposure Management
Vulnerability Management
FISMA Reporting
CORI inspections
Compliance Accuracy and Efficiency
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Q, Search

& Tags
~ Tables
% Open Ports
% Network Interfaces
7 Agent Versions
28

%% Hard Drives

%% Installed Software

= STIG Benchmarks

v Adantar Pannantiana

Asset Profile Dashboards
Linux
A Linux Red Hat 7

Last seen a day ago

%% Plugins Information
%< Normalization Reasons

%% Vulnerable Software

STIG CLK

Enforcement Runs Notes

STIG Benchmarks >

Q, search

Total 15

Rules: Status

Not_Applicable
Open

Open
NotAFinding
Not_Applicable
Open
Not_Applicable
Not_Applicable
Not_Reviewed
NotAFinding
NotAFinding

NotAFinding

Results per page.

Asset Investigation

Rules

Devices > esx-externalmongo-5007042-prod.demo.local

Adapter Connections

Rules: Group ID
V-603291
V-962078
V-994645
V-422113
V-117920
V-441925
V-338895
V-467048
V-735381
V-706597
v-081336

V-326054

20 50

Asset Graph

100

Q, Search Axonius 3 +K

=+ Filter Reset

Rules: Rule Title

The role(s)/group(s) used to modify database structure

Unused database components, DBMS software, and dat

Unused database components, DBMS software, and dat.

When invalid inputs are received, MongoDB must behav..

If passwords are used for authentication, MongoDB mus..

MongeDB products must be a version supported by the .
The role(s)/group(s) used to modify database structure
When invalid inputs are received, MongoDB must behav..

Unused database components, DBMS software, and dat

Database contents must be protected from unauthorize...
Database contents must be protected from unauthorize...

MongeDB must uniquely identify and authenticate non-o..

Rules: Rule ID

SV-603291r853224_rule

SV-962078r588160_rule

S$V-994645r001314_rule

SV-422113r004715_rule

SV-117920r517265_rule

S$V-441925r404446_rule

SV-338895r563580_rule

SV-467048r688378_rule

SV-735381r968786_rule

SV-706597r347478_rule

SV-081336r371106_rule

SV-326054r952222_rule

Rules: Severity
medium
medium
medium
medium
low

low
medium
medium
medium
medium
low

medium

Rules: Version

MD3X-00-028370

MD3X-00-017600

MD3X-00-013910

MD3X-00-009530

MD3X-00-036130

MD3X-00-070030

MD3X-00-025070

MD3X-00-025680

MD3X-00-068390

MD3X-00-089540

MD3X-00-026730

MD3X-00-074610
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» Discover Now

1 of 14 Devices >

Display by Date

10f3 b

& Export CSV
Rules: Discussion

If MongoDB were to allow any user to ma
Information systems are capable of provi
Information systems are capable of provi
A common vulnerability is unplanned beh
The DoD standard for authentication is D¢
Unsupported commercial and database s
If MongoDB were to allow any user to ma

A common vulnerability is unplanned beh

Information systems are capable of provi
Applications, including DBMSs, must prev
Applications, including DBMSs, must prev

Non-organizational users include all infor



Axonius Customers

Network Share

DOD Source
Systoms

DOD Source
Systems

[

File Transfer - Encrypted and Compressed
SCP - TCP port 22 OR
SMB - TCP port 139, 445

VPN Tunnel - SSL 256 encryption
TCP port 6783

API call - Connection specific to source sys




Non Axonius Customers

Central Core Node

Network Share
GUI

File Transfer - Encrypted and Compressed
SCP - TCP port 22 OR
SMB - TCP port 139, 445

VPN Tunnel — SSL AES-256 encryption
TCP port 6783

VPN Tunnel — SSL AES-256 encryption
TCP port 2137

API call - Connection specific to source system

Gateway Node

DOD Source
Systems




Chris Olsen
Director of Fed Sales

603.988.6174

Let's jump into the Demo!

Thank you

Chloe Reid

Account Executive

540.958.3066
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