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Purpose
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 Voice modernization initiatives represents the transition of legacy TDM voice services 
and technology to Voice over IP (VoIP). With the introduction of IP, combined with 
national attacks on public safety infrastructures, implementing a Zero Trust 
Architecture (ZTA) framework for VoIP could help mitigate these risks. 

 Incorporating the ZTA framework within VoIP should be done within the Session 
Initiation Protocol (SIP) header. This is accomplished by utilizing secure keys; identity 
verification service; identity authentication service; certificate authority; certificate 
repository; and key management servers.



Data – Voice Cybersecurity Crosswalk
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FCC Requirement
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 In 2020, the FCC adopted rules requiring voice service providers to implement Secure Telephone Identity 
Revisited (STIR) and Signature-based Handling of Asserted Information Using toKENs (SHAKEN) in the IP 
portions of their voice networks by June 30, 2021.

 Commission rules require voice service providers to implement STIR/SHAKEN in the IP portions of their 
networks.

 Voice service providers must: 
 (1) authenticate and verify caller ID information for all SIP calls that exclusively transit their 

networks; 
 (2) authenticate caller ID information for all SIP calls originating on their networks that they will pass to 

another voice service or intermediate provider and, to the extent technically feasible, transmit 
such calls with authenticated caller ID information to the next provider in the call path;

 (3) verify caller ID information for all SIP calls they receive from other providers that they 
terminate and for which caller ID information has been authenticated.



DoD Zero Trust OV-1
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VoIP ZTA Framework
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How it works
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How it works

9



How it works
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How it works
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Implemented within the DoD Environment
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Application Layer Security from SecureLogix
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Telephone Number Validation
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 Outbound Call Trust Services:
 Phone number reputation defense
 Call branding
 Spoofing protection



Data Analytics Vendors
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First Orion

• First Orion has software in T-
Mobile network

• First Orion given responsibility to 
determine what will be 
displayed on T-Mobile phone

• First Orion has algorithms to 
evaluate source phone 
numbers calling T-Mobile 
subscribers

• First Orion gives each source 
phone number a reputation

• If phone number gets a 
negative reputation, then calls 
from that phone number are 
labeled as Spam or Fraud

Hiya

• Hiya has software in AT&T 
wireless network

• Hiya given responsibility to 
determine what will be 
displayed on AT&T wireless 
phone

• Hiya has algorithms and 
crowd source to evaluate 
source phone numbers calling 
AT&T wireless subscribers

• Hiya gives each source phone 
number a reputation

• If phone number gets a 
negative reputation, then 
calls from that phone number 
are labeled as Spam or Fraud

TNS

• TNS has software in Verizon 
wireless network

• TNS given responsibility to 
determine what will be 
displayed on Verizon wireless 
phone

• TNS has algorithms and crowd 
source to evaluate source 
phone numbers calling 
Verizon wireless subscribers

• TNS gives each source phone 
number a reputation

• If phone number gets a 
negative reputation, then 
calls from that phone number 
are labeled as Spam or Fraud

SecureLogix established a relationship with key vendors



TrueCallTM Spoofing Protection and ContactTM Branded Calling
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Orchestra One – Inbound Call Authentication and Spoofing Protection
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Open Discussion
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