Autonomous Cyberspace Operations for the Warfighter
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@ Security & Risk Assessments
Continuous & event-driven assessments, configuration drift analysis,
vulnerability enumeration, CCRI support, exception management, auto-remediation

& Event Profiling, Context awareness

Anomaly Detection
Detecting anomalies based on
identified system normal behavior

< Event Correlation
Based on defined rules, tempora
patterns & enterprise topology model
=~ Noise Suppression
¥ Suppressing false positives using
dynamic thresholds

%% Incident Auto-remediation
Automated PCA, fix recommendations
and autonomous self-healing of incidents
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Expert resolver analysis, distributive
collaborative incident resolution

@ Custom App Development

CORE CAPABILITIES

Learns context and provides
single source of truth about \
enterprise IT landscape and

profiles normal behavior.

Intelligent alert management that L
draws human attention to the
right alerts at the right time while
suppressing false positives.

Handles incidents rapidly with @———
automated triaging using advanced
Al-based reasoning to identify root-
cause and prescribe fixes.
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Deliver Actionable Insights

Helps identify and eliminate up to 40%
of issues proactively

4,500+ Anomalies detected proactively

6 Months Prediction of Capacity/
Performance Issues

Faster Restoration of Service Outages
Reduces required incident recovery time by 90%
96% MTTR Reduction

90% incidents self-healed

KEY BENEFITS

Performs end-to-end

technology lifecycle activities
‘ autonomously with thousands
of pre-built automations.

h
"I} —@ Proactively prescribes actions

to continuously improve
[[ operations by leveraging ML to
provide insights to reduce risk.

—@ Agile and robust data
connectivity for more flexible
& scalable integration without
disrupting operations.

Increase Productivity

Reduces effort spent on Operations up to 60%

144K tickets handled automatically

Over 20 FTEs (38,400 man-hours) saved over 2 years
21,500 incidents auto-triaged

Reduce Operational Risk

Reduces operational risk by more than 90%
100% Auto-Patching & Compliance

800+ Auto-patching & compliance controls

Increasing efficiencies while reducing risk
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