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Domination Thru Automation

“Deliver effective tools for continuous Cyber compliance
and fuel the most efficient Cyber Professional imaginable”


Presenter Notes
Presentation Notes
DTA’s mission - “Deliver effective tools for continuous Cyber compliance and fuel the most efficient Cyber Professional imaginable”

DTA’s goal - “Enhance the lives of all Cyber professionals.”
A Cyber Professional (CP) is any person(s) participating in achieving/maintaining compliance with Cyber standards set forth.  A CP could be:
a normal user ensuring that his/her laptop has the latest software updates installed
a system administrator securing a database server
Information Assurance Officer (IAO) monitoring user training
Organizational Chief Information Officer (CIO) providing policy
Outside organization validating Cyber requirements are being met

DTA’s Objectives:
Dominate the Cyber Kill Cycle
Automate where possible, then automate where not possible
Integrity always
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* Contact Information
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* DTA Toolset Objectives
* Cyber Kill Cycle (CKC)
* Automated Compliance Evaluator (ACE)
* Continuous Cybersecurity Compliance Targeting System (C3TS)
* Documentation Automation Program (DAP)
* Monitoring Tools
* Future Capabilities

“Delivering tools that enhance the lives of Cyber Professionals”
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Contact Information

Frank Unpingco III

Phone: 301-888-4319

Email Address: Frank.Unpingco(@dta.solutions
SAM UEIL: M695D83HZQM5

SAM CAGE: TBD



Presenter Notes
Presentation Notes
DTA has started the SAM.gov registration process.

During the process it was discovered that our IRS EIN number did not match our company name.  We provided the IRS all the required documentation and are waiting for the process to be complete.

Once IRS EIN mismatch is resolved, our SAM.gov registration will be complete

mailto:Frank.Unpingco@dta.solutions
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Introduction

* Retired Air Force Master Sergeants and one DB Mad Scientist

* Over 50 years as Cyber System Operators

* Over 30 CCRIs
* 2 Outstanding/Outstanding’s

e Passed a no notice CCRI
* 6 DISA Best practices
* 5 years as a Hill Enterprise Data Center Engineer
e 500 Microsoft servers
e 700 Linux Servers

“Delivering tools that enhance the lives of Cyber Professionals”
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DTA Toolset Objectives

* Improve compliance assessment rates throughout the DoD enterprise
* Standardize the analyzation process throughout the DoD enterprise

* Improve the time 1t takes to identify High Value Targets (HVTs)

* Empower leadership at all levels

* Introduce a certification process

* Enhance cyberspace capabilities

* Help organizations save time and manpower

“Delivering tools that enhance the lives of Cyber Professionals”


Presenter Notes
Presentation Notes
Improve compliance assessment rates throughout the DoD enterprise
Organizations do not achieve 100% assessments on their systems
Standardize the analyzation process throughout the DoD enterprise
Organizations spend about 80% of their time analyzing assessment results
Improve the time it takes to identify High Value Targets (HVTs)
Organizations have difficulty selecting their HVTs and understanding the impact they have
Empower leadership at all levels
Strategic, Tactical, and Operational
Inform base leadership while validating individual actions 
Introduce a certification process
Incorporate Risk Management Framework (RMF)
Help organizations govern their cyber battlespace
Enhance cyberspace capabilities
Provide a malleable framework where intelligence from multiple tools can come together.

Toolset Guiding Principles
NIST cybersecurity framework components
Core, Profiles, Implementation Tiers
NIST cybersecurity framework attributes
Establish a common language
NIST cybersecurity framework 2.0
Governance
Command Cyber Readiness Inspection (CCRI) Grading Criteria
Establish a standardized method for “grading” Information
Eliminate significant variation in CCRI evaluation results
Provide a standard, repeatable processes

Mount Everest of requirements

2008 hrs (Based on 251 Workdays) / Person

74 Checks/System not accounted for by DISA SCAP (Benchmarks)
SCAP completes 10% of the checks if you use Office 365 STIG V2R9 Benchmark
As of Aug23 no new benchmark for V2R10 or R11 has been released
Office 365 STIG is 139 more checks

74 Checks at 5mins per check = ~6.1 Hrs/System * 10,000 = 61,000 Hrs to assess your environment 

DISA wants an ACAS STIG scan once a month (If ACAS can’t perform a check then it is considered open leading to wasted manhours)

Actionable intel delivered once a month with documentation for a No Notice CCRI = 61,000 Hrs (345 people @ 22 workdays per month) to accomplish
Working days doesn’t consider vacation/meetings and other work/life commitments

345 * Avg MIL Pay ($62,000) = $21.4M
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Cyber Kill Cycle
(CKC)
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“Delivering tools that enhance the lives of Cyber Professionals”™
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Presenter Notes
Presentation Notes
Assess - The execution of assessments on required devices or services utilized by an organization
The information derived from the Assess step of the CKC feeds the rest of the cycle
Up-to-date information on each device within your organization is crucial to a successful security program
Analyze
The process that combines different assessment reports, correlates the data into a unified data set, and then formulates actionable intelligence that can be used in the decision-making process
Uses the CCRI scoring method
Identify - The process of taking the information produced from the analyzation process and unifying the data to be delivered in an easy-to-read format
Reports help leadership confidently make decisions faster
Centralized intelligence displays easy to understand required actions and improves a security program’s effectiveness
Act - The process of taking action to comply with a Cyber directive
Types of activities taken during the Act phase can be:
Mitigating a vulnerability
Submitting a Plan of Action & Milestone (PoA&M)
Completing required user training
not only meant to mitigate vulnerabilities or liabilities, but also collect, formulate, and submit information that will account for these vulnerabilities/liabilities
Certify - The process of validating vulnerability mitigations as well as administering the information submitted in the Act phase
Capability is crucial to an organization’s ability to govern their Cyber security programs and have a better understanding of their organizational risk as prescribed by NIST

Expanded actions within CKC help an organization understand its security posture
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* Endeavors to account for 100% of the DISA checklist
* Outputs checking and finding details for each check

* Including GPO information
* Reduces the amount of manual intervention required
* One person can run hundreds of thousands of checks

* Introduces Comparison 2 Baseline (C2B)
* Analytics quickly provided and baseline drift
* Incorporates into Configuration/Change Management programs
 Facilitates risk management

* Locally empowered, remotely unified, centralized credibility
» Multiple ways to execute the program
 Artifacts stored locally and automatically uploaded to C3TS

e Useful Output
* Required .ckl files
* Logs for effective and efficient use
* Immediate verification/reporting

Saves time and manpower


Presenter Notes
Presentation Notes
DTA engineers will continue to endeavor the automation of all STIG security checks

Centrally controlled and de-centrally executed

Produces the required DISA checklist artifacts in an easy-to-read format. The following detailed information for each vulnerability check: 
Date checked
What was assessed during the individual check
What was discovered during the individual check
Active Directory (AD) Group Policy Object (GPO) information

Produces assessment logs that validate when assessments were accomplished and the outcome of each individual assessment

Introduces Comparison to Baseline (C2B) - The ability to compare a system’s current configuration to a baseline and quickly determine if any changes to a system’s security configuration have been made
Allows an organization to assess the risk presented by a system, understand the risk, then monitor the system to identify baseline draft
Organizations can quickly identify what’s changed, the security impact of the change, respond effectively, and monitor efficiency
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Targeting System (C3TS)

* Centralized CKC targeting system
* Unified Intelligence

* Incorporates CCRI scoring
* Updates automatically as new results are introduced

* Cyber Readiness governance

* Historical data

* Vetting processes
* Missing ACAS/STIG scan data

* Unit management
* ACAS scores
* STIG scores

Workforce Multiplier


Presenter Notes
Presentation Notes
C3TS was the result of collaboration with Cyber leadership at all levels and CPs from all fields

C3TS enables CKC by:
Automating the analysis of millions of data points
Programmatically identifying High Value Targets (HVTs)
Delivering intelligence for each level of leadership
Providing a platform for organizations to act centrally
Supplying a certification capability that can unify a number of Cyber programs

Correlates multiple data sources into one data body and helps an organization by supplying a “one record for each system catalogue”

C3TS to provide historical information and enable an organization to monitor it’s enterprise

Provides actionable intel with updated CCRI implications quickly and will massively improve an organization’s ability to
Identify targets (Poke them in the chest!)
Take the corrective actions needed
Validate the actions 
Yield desired results

Uses a dashboard method to relay SLM assessment information:
Vulnerability name
Vulnerability severity
Vulnerability family
Vulnerability publish date
Vulnerability synopsis
Vulnerability description
Vulnerability fix actions
Vulnerability history count
Name of each vulnerable system
System owner for each vulnerable system
Operating System (OS) information for each vulnerable system
Plugin information

C3TS uses a dashboard method to relay CE assessment information:
Overall assessment scores and concern level
Individual STIG assessment scores and concern level
Vulnerability ID
Rule Title
Vulnerability Severity
Baseline status
Comparison status
Plan of Action & Milestones (PoA&M) Identification (ID)
Vulnerability ID
STIG title
Vulnerability severity
Rule title
Technology Area
Rule ID
STIG ID
Legacy ID(s)
Vulnerability Discussion
Check Content
Check Findings
Fix Text
PoA&M status

C3TS provides two categories of system information
Device
Domain information
Domain
Unit
Fully Qualified Domain Name (FQDN)
Last user
Logon date
Network information
IP address
MAC address
Alias
Index
CPU information
CPU
Cores
Logical Processors
Hardware information
Device type
Serial
Manufacturer
Model RAM
Storage information
Drive
Type
Name
Size
Available
Software
Software
Version
Publisher

C3TS provides organizations a platform that allows administrators to introduce a PoA&M for multiple systems and requires:
PoA&M completion date
Overall vulnerability mitigation
Vulnerability reduction actions in place
Affected systems
Milestone completion date
Milestone title
Milestone required actions

C3TS is the intelligence integration toolset that is needed to help organizations meet their Cyber compliance mandates and save organizations hundreds of thousands of man-hours a year
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C3TS cont’d

* PMO management
* ACAS scores
e STIG scores

* POA&M lifecycle management
* Not only available to a few

* Integrates with existing DoD toolsets
* Minimal/No data manipulation required for ingest

* Detailed system information

* Malleable framework ready for additional datasets

“Delivering tools that enhance the lives of Cyber Professionals”
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Documentation Automation Program
(DAP)

* Documentation 1s the number one reason STIG reviews go bad

* “Takes too much time”
e “This is an unrealistic expectation”

* One template to rule them all!

 Create accurate, DISA approved, ready to sign documentation on a “Per
system” at scale

* Gather documentation when you need 1t
* Be ready for a STIG review in minutes

“Delivering tools that enhance the lives of Cyber Professionals”


Presenter Notes
Presentation Notes

Depending on what type of service the device is providing, an administrator might be required to provide documentation for:
Software installed on the device
Services running on the device
Members of the local administrators group

DAP was created to eliminate this strain and to standardize compliance artifacts within an organization

One individual can automatically generate an artifact for each system that the administrator identifies

Organization can save thousands of hours by automating the creation of artifacts and standardizing its Cyber compliance documentation



LT, LI,

Monitoring Tools

* Security Group Monitoring (SGM)
* Selective email alerts
* Baseline control
* Based on Active Directory

* Software Certificate Monitoring (.pfx/.p12)
* Identify existing files
* Provides vetting process

“Delivering tools that enhance the lives of Cyber Professionals”
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Future Capabilities

« C3TS
* Vendor collaboration
* Role Based Access Control (RBAC)
* Directive/TASKORD/NOTAM tracking
* Multisite reporting
* DAP Integration

* Integrate Monitoring tools into C3TS
* 8570 tracking
* Security Groups
* Service Account Monitoring
» Software Certificate Monitoring (.pfx/.p12)

* Predictive analysis for STIGs

“Delivering tools that enhance the lives of Cyber Professionals”



LT, LR

Future Capabilities cont’d

e More ACE automation
* Vendor collaboration

* More integration
« CMMC, NIST Controls

* Comply 2 Connect

* Asset Monitoring

* Software License tracking
* Targeted Patching

“Delivering tools that enhance the lives of Cyber Professionals”
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Questions
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