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Cybersixgill delivers actionable Cyber Threat Intelligence directly from
the underground for Government agencies, Enterprises, Global
Systems Integrators, Technology companies, MSSPs, and Law
Enforcement.

Leveraging Cybersixgill's strategic, operational and tactical

intelligence, organizations can proactively detect, investigate, and
respond to imminent threats.

© 2024 Cybersixgill. All rights reserved.



Sources of collection - where we are collecting from

Collecting and enriching data in real time with Al - in any language, in any format and on any platform.

Automated, continuous and covert data
extraction, analysis & enrichment

Clear Web
Paste sites (e.g. pastebin),
Reddit, 8chan, NVD, GitHub
(Secondary+direct), cyber

and mainstream news,
blogs

Deep Web

Open and closed

Dark Web

Open and closed

Social Messaging
Open and closed
(invite-only) groups and
channels on Telegram,
Discord, QQ, ICQ

(invite-only) forums, (invite-only) forums,

markets, credit card markets, credit card
markets, paste sites and markets, ransomware

IRC channels leaks sites

CYBERSIXGILL DATA LAKE

IOCs

Technical
indicators from
own collection,

open sources, and
commercial feeds



Exposed Threat Intelligence Data Sets Serving Many Use Cases

Extracting data in real-time in any language, any format, and on any platform.

Leaked user

credentials
(emails, accounts, SSN, Crime &
phones) Hacktivism CVE
(narcotics, weapons, (POC exploit code)
terror, miltancy) activity Data Leaks &
Crypto Addresses 3rd Party
Initial Access Exposure
Brokers
Compromised [?on?promised- Stolen card
endpoints (IPs) (phishing) domains payment info

CYBERSIXGILL DATA LAKE
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Malware /
ransomware

kit exchange
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Technology Overview
Using Al to Transform Data into Threat Intelligence

Collect

Scalable
Hands-Free
Auto-Crawling

: Analyze Deliver
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Clegr [ open Collection Entities
W .
e Extraction &
Classification, Entities
data indexing Matching,
Threat Graph
Deep Web - Rl Discover & Threat Risk Context-Rich,

Scope Scoring, Prioritized,

Organization Context Actionable
Attack Surface y Enrichment, Intelligence
Prioritization Insights
Dark Web AN
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Instant |
Messaging
Platforms |
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l
Al-Driven Intel Crawling Al-driven Contextual Analysis I Al-driven Delivery
® Expedite and enhance » Turn tactical, raw intelligence into *l human-friendly CTI
.. collection with robust and | human-readable, context-rich, I interface and user
scalable algorithms | actionable summaries 1 experience
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Single /
Multi-tenant
Portal

GenAl Chat

4 APl Feeds &
Integrations

Asset based
Alerts

Self &
on-demand
reports

CTI
Services



Consumption through APl and Integrations *{* cybersixgill
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Harnessing the Power of Al with CgberSixgi" IQ

Providing out of the box use case specific customized
intelligence to security stakeholders

Strategic
Intelligence

« Ad-hoc sectorial &

geopolitical threat
landscape reports

« Cyber campaign reports
« Executive briefs

© 2024 Cybersixgill. All rights reserved.

Operational
Intelligence

Personalized dashboards
Threat actors and
malware overviews
Asset-based CTl alert
explainability

security orchestration
workflows

Tactical
Intelligence

Efficient Intelligence
collection

Intel item summarizations
Vulnerability Intelligence
insights

Strategic
Intelligence

Tactical
Intelligence

Operational
Intelligence



Embracing Generative Al across the platform

Intel Analysis

Turning tactical, raw intelligence
into human-readable, context,
insight-rich and actionable
summaries

Intelligence & alerts
Summarization
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Intel Generation

Delivering finished intelligence in
seconds - customized to
industry, geography, persona &
use cases

Automatic curated and
customized reports

Intel Experience

Transforming CTI delivery and
interface, answering intel
questions in a human-friendly
way

Chat bot



Live Demao




Highlighted Unique Capabilities

Easing analyst workflows, reducing investigation times, and increasing visibility

Unlimited Investigation Generative Al Capabilities

Capabilities

Flexible Intelligence Consumption
(U1, AP, Integrations)

Full Data Source
Transparency

Access to Raw Data - .
Vulnerability Intelligence

Images Analysis Case Management System

© e @
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Thank you for your fime

Questions?

Rick Hedeman, Federal + Sr. GSI Director
rickh@cybersixgil.com

Edan Cohen, Solution Architect
edan@cybersixgill.com

Visit us at AFCEA Technet Baltimore 2024
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Advanced search, forensics & investigation capabilities
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Cybersecurity entity - deep analysis

Entity Navigator”
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Description
& + Malpedia + MITRE

Cybersixgill IQ

APT32 is a cyber espionage group that is believed to be operating
out of Vietnam. The group is also known as OceanLotus and has
been active since at least 2014. APT32 is known for targeting
organizations in Southeast Asia, particularly those in Vietnam, as
well as other countries such as the Philippines, Laos, and
Cambodia. The group has been linked to a number of high-profile
attacks, including the 2016 cyber attack on the Vietnamese
airline, Vietnam Airlines, and the 2017 cyber attack on the
Philippine government. APT32 is also believed to have been
involved in the 2019 cyber attack on Toyota Vietnam. APT32 is
known for using a range of sophisticated techniques to carry out
its attacks, including spear-phishing, malware, and social
engineering. The group has also been known to use zero-day
vulnerabilities to gain access to target systems. APT32 is believed
to be a state-sponsored group, with some experts suggesting that
it may be linked to the Viethamese government. However, the
group’s exact motivations and affiliations remain unclear.
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Al based ( Cybersixgill 1Q) Strategic analysis

-
B report for my CISO about the MGM attacks
IQ Title Report on MGM Resorts Cyberattacks

Date: 2023-11-15
Prepared by: [Your Name]
Position: [Your Position]
Organization: [Your Organization)
Executive Summary
This report provides an overview of the cyberattacks on MGM Resorts, including the impact, perpetrators, and
response. The attacks targeted MGM Resorts' systems and resulted in the compromise of employee data and
potential financial losses. The report aims to provide insights into the incident for the Chief Information Security
Officer (CISO) and recommend measures to prevent similar attacks in the future.
1. Background:
On September 14, 2023, MGM Resorts International was targeted by the cybercrime group Scattered Spider, the
same group that had previously breached Caesars Entertainment Inc. The attackers demanded a ransom from
MGM Resorts, although the exact amount remains undisclosed. The attacks exploited vulnerabilities in the
identity management vendor Okta, which both MGM and Caesars used
2. Impact
- Employee Data Compromise: MGM Resorts employees' personal and banking information was reportedly

o
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