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DEFENDER
“Defender is a Network STIG Automation platform.”

What’s the Pitch?

Defender is a purpose-built platform of modernized engines for audit, 
analysis, and remediation of vulnerability findings.

Defender provides you with a curated STIG Automation Experience.

Defender is the only low-code/no-code GUI in industry with a workflow 
driven logic editor to achieve STIG compliancy.

Defender automation provides up to 80% in manpower reduction and 99% 
reduction in audit and remediation time of misconfigurations.

The DISA STIG is the only objective-based metric used across the DoD to 
measure operational readiness.
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DEFENDER Where Is Defender In Industry?
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DEFENDER Salient Characteristics

Compliancy

• DISA STIG
• CCRI/CCORI/CORA
• DoDI 8510.01 (CONMON)
• CPT Audit
• cATO
• DoDI 8420.01
• NIST 800-37/53/137

Features

• Integrated STIG Viewer
• .CKL Artifacts & Export 
• NSC Grading & Scoring
• Multi-Vendor Support
• Audit Over 900+ STIG 

Vulnerabilities
• Integrated Waiver 

Management System
• RBAC Management

Functions

• Layer 2 & 3 STIG Audit
• Layer 2 & 3 STIG 

Remediation
• Triggered Event Audit
• Scheduled Audit
• Low Code/No Code
• Embedded Logic GUI
• Moderated STIG Libraries

Currently Hold Active ATO
Approved for Operation in NIPR, SIPR, JWICS
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DEFENDER Platform Delivery & Architecture 
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Containers

Extension Engine

Current Support SSH/22

Roadmap to Support API 
(Next MR) SDN/Cloud

UX Engine

Dashboards

Workspaces

Analysis Engines
STIG Based

Security Controls

Waiver Management
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DEFENDER

Support License
Support Subscription

Platinum

Gold

Silver

Device License Services
Product Services

Installation Services

Remote Credits

Professional Services

12

Subscription Based 
Annual / Multi-Year Options

License required for each 
device managed by Defender

*  License required only for management IP of stacked switches
** License required only for Wireless LAN Controllers (WLC).    

Wireless Access Points (APs) do not require Defender License 
[subject to change in 2025])

Support License required for 
each Defender Device License (1:1)

Defender License Model

Product Subscription Priced

Defender License Per Device
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DEFENDER Demonstration

1. Dashboard Summaries & Trends
2. Layer 2 & 3 Network Asset Inventory 
3. Analysis Rules, Policies, & Audit
4. Audit Execution & State
5. Remediation Execution
6. Post Remediation Audit
7. Embedded Rule Logic GUI
8. Waiver Management System
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DEFENDER Contacts

James Cobb
Federal Account Executive

Email: jcobb@squirrelcs.com
Mobile: 614-361-4335

Dave Lundgren
Business Development Manager

Email: dlundgren@squirrelcs.com
Mobile: 703-755-5262

https://www.squirrelcs.com
1-833-4SQUIRREL (1-833-477-8477)

info@squirrelcs.com
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