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Problem | Cryptography is Hidden Everywhere
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Threat | Quantum Computer
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Vision | One-Stop Shop For Cryptography Management

Cryptographic PQC Migration O (O Cryptographic Agility

Cryptographic Compliance O O cryptographic Policy Management

1. Discover 2. Control

AgileSec | Analytics Automate & Remediate AgileSec | Management

AgileSec

Platform .
Cryptographic Vulnerabilities O (O Crypto Agility APIs

Cryptographic Inventory O QO secure Provisioning
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Vision | Part of the Ecosystem
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Cryptographic Discovery

AgileSec Analytics




Discover | AgileSec Analytics
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USE CASE

Which systems to include in
a cryptographic discovery?
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Discover | Create Centralized Inventory
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USE CASE

How to seamlessly perform a cryptographic
discovery in a complex infrastructure?
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Ecosystem | Integration

Complex Large-Scale Infrastructure
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Integration | Crowdstrike

X q INFOSEC
Fusion Workflows @ GLOBAL
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Integration | Tanium
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Leverage ISG Scanning Capabilities as part of Tanium Questions

Ask a Question

Q, Get Computer Name and OS Platform and ISG - SSH Key Summary["",""""] from all machines Y Copy to Question Builder

40f7 Filter by Computer Group Contains

» Filters

> 1 100% —

Computer Name OS Platform key_alg key_size sha256_fingerprint process_name ip_address ip_port proto_name proto_version

TanUbuntu18 Linux ecdsa-sha2-nistp256 256 557155b3b69470bed 79605 sshd vy SSH
ecdsa-sha2-nistp256 256 557155b3b69470bed 79605 sshd = 22 SSH

tancentos?7 ecdsa-sha2-nistp256 256 287cd5ed49c47b41e5b59dl sshd .0.0.! 22 SSH
ecdsa-sha2-nistp256 287cd5ed49c47b41e5b59dI sshd . 22 SSH

TanUbuntu20 ecdsa-sha2-nistp256 €79220a25027d48151f9514 sshd 22 SSH
ecdsa-sha2-nistp256 €79220a25027d48151f9514 sshd £s 22 SSH
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USE CASE

What cryptographic objects
shall be part of an inventory?
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Inventory | Build Centralized Crypto Inventory (CBOM)
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Inventory | PQC Cryptography
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USE CASE

How to navigate and prioritize
cryptographic findings?
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Prioritize | Cryptographic Score

Location O Compliance

Where is it coming from? Is it compliant with company standards?

O Relevancy

Is it from generic sources (i.e. OpenSSL, Test Vectors, ....)?

Vulnerable O

Is it subject to known vulnerabilities?
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Cryptographic
Score

O Crypto Object

Encoded Cryptographic Object for further analysis

Crypto Metadata O

What crypto algorithms, key length...

O correlation
Usage O O More Is it related to other cryptographic objects?

Is it being actively used or passive?
I INg actively u passiv Contextual data

Cryptographic Score
Does it Matter?

Cryptographic Score
Is it a Risk?

Cryptographic Score
Is it Priority?

Cryptographic Score

What to Do?




USE CASE

How to identify misuse and relations
between cryptographic objects?
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Correlation | Cryptographic Dependencies
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USE CASE

How to report cryptographic
vulnerabilities and compliance gaps ?
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Vulnerability | Cryptographic Reporting

Cryptographic Dashboards

Cryptographic Severity
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USE CASE

How to report cryptographic
post-quantum priority?
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Vulnerability | Cryptographic Reporting

2,000 4,000 6,000 12,000 20,000
Logical Qubits Logical Qubits Logical Qubits Logical Qubits Logical Qubits

ECC 256 ECC521 RSA 2048 RSA 3072 RSA 8192
broken broken broken broken broken

@ Quantum Vulnerable @ Quantum Safe
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USE CASE

How to streamline operations
of cryptographic discovery capabilities?
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Automate | Cryptographic Management Processes

servicenow Cryptographic Vulnerabilities

Cryptographic Vulnerabilities

Y & Third-Party Vulnerability Entries 1D ~  Search &  Actions onselected rows... v

ID

Summary Risk score Risk rating Severity Vulnerable items Source

isg.certstore.certificate.self_signed_ce... A certificate present in certstore is se... 2-High 1-Critical ISG

1-Critical I1SG

isg filesystem.certificate.certificate_b... A certificate present in filesystemis b... - High

esessesscs

isg.certstore.certificate.expiring_certi... A certificate present in certstore is ex... - Medium 2-High I1SG

1-Critical 15 ISG

isg.filesystem.private.key.weak_key_size A private key present in filesystemiss... - High

REMEDIATION

- Medium ISG

isg filesystem.end-entity.certificate.ex... Aend-entity certificate present in file... 2-High

Vulnerability
Resolution

AgileSec
Analytics

isg.filesystem.cryptographic.library.lib... A cryptographic library present in files... - Medium 2-High ISG

1-Critical ISG

isg.filesystem.public.key.weak_key_size A public key present in filesystem is sm... - High

CRYPTO VULNERABILITIES

isg filesystem.certificate.certificate_w... A certificate present in filesystemiis u... - High 1-Critical 9 ISG

isg.network.end-entity.certificate.expir... Aend-entity certificate present in netw... - Medium 2-High ISG

1-Critical ISG

isg.artifact.public.keyweak_key_size A public key present in artifact is smal... - High

- Medium ISG

isg.filesystem.private.key.clear_text_ke... Aprivate key present in filesystemis s... 2-High

isg.artifact.private.key.clear_text_key . A private key present in artifact is sto... - Medium 2-High 3 ISG

isg.artifact.private.key.weak_key_size Aprivate key present in artifact is sma... ®0 5-None 1-Critical 0 ISG

ico filacuctam ra rartificate cortificat A rarartificate nracent in filacuetem i - Hich 1 - Critiral IS
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USE CASE

Will this scale and integrate ?
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Deployment | Flexibility, Scalability, Interoperability
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Cryptographic Control

AgileSec Management
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Control | AgileSec Management
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Control | Integration
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Closing

AgileSec Platform
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@ Q&A Session

Julien Probst Vladimir Soukharev Philip George

Chief Customer Officer & Head of Products VP Cryptography Executive Technical Strategist
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@ Additional Information

Dave Diegtel

www.infosecglobal.com | www.isgfederal.com
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