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THE LARGEST PRIVATE CYBERSECURITY COMPANY

SECURING LARGE CLOUD ENVIRONMENTS

THE LEADER IN CLOUD SECURITY

$900M raised

1 Billion 1 Trillion
Resources protected Files scanned

More than 35% of the Fortune 100 secure their cloud with Wiz

G2 Grid for Cloud-Native Application Protection Platforms (CNAPP)

These public sector organizations 
secure their cloud with Wiz



Wiz's journey to FedRAMP & D0D Authorization

Wiz is In-Process
for FedRAMP Moderate 
authorization

The process for Wiz to 
obtain an IL4 authorization 
has been initiated. 

Wiz is actively developing 
plans for an IL5 
environment

Status
Where are we in the process?

Timeline
When will we be authorized?

SAR is in review w/ 
the FedRamp PMO

DISA IL4 Kickoff w/ 
Wiz & NIWC PAC is 
pending. Current 
timelines suggest 
OCT 2024 
authorization.

Sponsor
Who is our sponsor?

NIWC-PAC is our 
sponsor for FedRamp
Moderate AND DISA 
IL4



Cloud is the biggest 
transformation security

has experienced



Cloud changes everything

New environment New risks New ownership model

How do I get visibility 
into my environment?

How do I prioritize the real 
risks and eliminate the noise?

How do I ingrain 
security into our teams?



The time to scale your cloud 
security model is now

We can’t keep doing the same thing.



A new approach to cloud security

2 Perform a deep cloud 
assessment

Traditional Scanning
● Vulnerabilities and missing 

patches

● Misconfigurations

● Malware

Cloud Risk Engine

● External exposure

● Excessive permissions

● Exposed secrets

● Lateral movement paths

Wiz Threat Research
● Novel cloud vulnerabilities

and attacks

4 Proactively harden
your cloud

Partner integrations

50+ integrations

Cloud Remediation

● One-click remediation

● Automated security response

● Remediation

CI/CD Guardrails

● One policy across the stack

● Container and VM image 

scanning

● IaC template scanning

3 Prioritize the most
critical risks1 Agentless scan of cloud

and workloads

Serverless

Container

VMs

PaaS



Cloud security needs
a new operating model



Cloud Native Application Protection Platform

Container & Kubernetes SecurityVulnerability ManagementCSPM (Configurations)

One unified platform for your cloud security journey

PaaS Containers ServerlessVMs

SOCCloud SecurityVulnerability
Management

GRCDevOps/ITDev

Compliance ReportingIaC Scanning & CI/CD IntegrationDSPM (Sensitive Data)

Cloud Detection & ResponseCWPP (Workloads and Hosts)CIEM (Entitlements)

AI SPMSecrets & Malware ScanningInventory / CMDB



The cloud 
security 
operating 
platform
Scan your cloud 
without agents and 
build the graph

• Serverless
• Containers
• VMs
• PaaS



The cloud 
security 
operating 
platform
Identify risks

• Misconfigurations
• Vulnerabilities
• Malware
• Sensitive data
• External exposure
• Excessive permissions
• Exposed secrets
• Lateral movement
• Novel vulnerabilities 

and attacks
• Business impact



The cloud 
security 
operating 
platform
Prioritize attack paths



The cloud 
security 
operating 
platform
Determine ownership



The cloud 
security 
operating 
platform
Automate workflows 
to speed remediation



The cloud 
security 
operating 
platform
Shift left prevention



The cloud 
security 
operating 
platform
Detect real-time 
cloud and workload 
threats



The cloud 
security 
operating 
platform
Stop unfolding threats 
with rapid response



The cloud operating model enable:

❑ I know my environment

❑ I can respond fast and fix critical risks

❑ My dev teams know their cloud 
environment and its risks

❑ My SOC team knows the risk of a cloud 
resource without calling the dev team

❑ I can drive broad initiatives

❑ I have a working model and plan for 
managing risk in cloud

Success 
criteria of 
the cloud 
operating 
model



Security at every stage
of your cloud journey

Building your cloud 
security foundation 

with visibility and zero 
critical risks

Modernizing your 
cloud secops with 
best practices and 

effective collaboration

Enabling the business 
to move faster by 

shifting security left



CONF IDENTIAL  &  RESTRICTED



Want to see more magic?

Follows us on LinkedIn Schedule a techincal
deep dive

Read customer stories

Chris.Harr@wiz.io wiz.io/customerslinkedin.com/company/
wizsecurity
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